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ABSTRACT

Companies and governments frequently use the tendering process to acquire goods
and services from suppliers or manufacturers. Traditionally, this procedure is
susceptible to several problems, including favoritism, corruption, lack of openness,
and data tampering. A possible solution for these issues is the incorporation
of blockchain technology. The goal of this project is to create a decentralized,
blockchain-based e-tendering system with Ethereum smart contracts. The project’s
key components are the creation and publication of the tender, the submission of
bids, and the selection of the winners. To promote fair and open selection, smart
contracts automate crucial procedures like bid evaluation and winner selection
based on predetermined criteria. Although blockchain improves security, smart
contract vulnerabilities and brute force attacks can still occur. To reduce these risks,
countermeasures are used, such as the SHA-256 hashing technique and ChaCha20
encryption. Bid documents are protected by ChaCha20 encryption, and each bid
and document is securely stored on the blockchain using SHA-256, which generates
an unchangeable hash of both. Using blockchain’s built-in features, this project
seeks to promote trust, reduce corruption, and expedite the entire e-tendering
process. A system that greatly improves the security, openness, and efficiency of
tendering operations is the anticipated result.

Keywords: Blockchain, Smart contract, Ethereum, SHA-256 Hashing, Chacha20
Encryption

vii



Contents

1 Introduction 1
1.1 Background Literature . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.2 Problem statement . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2
1.3 Objectives and Significance of the Study . . . . . . . . . . . . . . . . . 3

1.3.1 Objective . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.3.2 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.3.3 Significance . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

1.4 Limitations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

2 Literature Review 5
2.1 Literature Review . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
2.2 Performance Evaluation Criterion . . . . . . . . . . . . . . . . . . . . 11
2.3 Justification of the Adopted Performance Evaluation Criterion . . . . 13

3 Design and Development 14
3.1 Project Management and Financial Activities . . . . . . . . . . . . . . 14

3.1.1 Financial Activities : . . . . . . . . . . . . . . . . . . . . . . . . 15
3.1.2 Design Concepts and Major Subsystems : . . . . . . . . . . . . 16
3.1.3 Engineering Analysis of the Design Process : . . . . . . . . . . 18

3.2 Adopted Tools and techniques . . . . . . . . . . . . . . . . . . . . . . 23
3.3 Design the Solution . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
3.4 SDLC . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28
3.5 Implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
3.6 Evaluate the solution : . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

4 Result analysis 38
4.1 Investigate the final result . . . . . . . . . . . . . . . . . . . . . . . . . 38

viii



5 Conclusions 51
5.1 Societal Impacts and Mitigation Strategies for

E-Tendering System . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51
5.2 Impact on Environment and Sustainability . . . . . . . . . . . . . . . 52
5.3 Ethical and professional principles . . . . . . . . . . . . . . . . . . . . 52
5.4 Brief Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53
5.5 Future works . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

References 56

ix



List of Figures

3.1 Timeline of Blockchain Based E-Tendering System . . . . . . . . . . . 14
3.2 Flow Diagram of Blockchain Based E-Tendering System . . . . . . . 17
3.3 Encryption(Chacha20) . . . . . . . . . . . . . . . . . . . . . . . . . . . 20
3.4 Hashing(SHA-256) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
3.5 System Design of e-Tendering System . . . . . . . . . . . . . . . . . . 27
3.6 Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

4.1 The deployment of Smart Contract . . . . . . . . . . . . . . . . . . . . 39
4.2 Smart Contract deployment details on Etherscan . . . . . . . . . . . . 39
4.3 Creating Tenders on Smart Contracts . . . . . . . . . . . . . . . . . . . 40
4.4 Etherscan shows Details of Tender Creation . . . . . . . . . . . . . . . 41
4.5 Bid Submission by Bidder 1 . . . . . . . . . . . . . . . . . . . . . . . . 41
4.6 Etherscan shows Bid Submission Details . . . . . . . . . . . . . . . . 42
4.7 Bid Submission by Bidder 2 . . . . . . . . . . . . . . . . . . . . . . . . 42
4.8 Etherscan shows Bid Submission Details . . . . . . . . . . . . . . . . . 43
4.9 View Active Tenders by Admin and Bidder . . . . . . . . . . . . . . . 43
4.10 View All Bids by Admin and Bidder . . . . . . . . . . . . . . . . . . . 44
4.11 View Winner And Bid Amount by Admin and Bidder . . . . . . . . . 44
4.12 Administrator Login . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45
4.13 Admin Panel . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45
4.14 Admin creates the tender. . . . . . . . . . . . . . . . . . . . . . . . . . 45
4.15 Signing Up as a Bidder . . . . . . . . . . . . . . . . . . . . . . . . . . . 46
4.16 Login as Bidder . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46
4.17 Bidder Panel . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46
4.18 Bidder submit Bid . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47
4.19 Selection of Document Hash . . . . . . . . . . . . . . . . . . . . . . . . 47
4.20 Hash Generated . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

x



4.21 Selection of File Encryption . . . . . . . . . . . . . . . . . . . . . . . . 48
4.22 Encryption of Documents . . . . . . . . . . . . . . . . . . . . . . . . . 49
4.23 Documents Encrypted . . . . . . . . . . . . . . . . . . . . . . . . . . . 49
4.24 Decryption of Documents . . . . . . . . . . . . . . . . . . . . . . . . . 50
4.25 File Decrypted . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

xi



List of Tables

2.1 Comparative Analysis (General Parameters) . . . . . . . . . . . . . . 9
2.2 Attacks and Countermeasures Using Blockchain Technology . . . . . 10
2.3 Comparison of SHA-256 and ChaCha20 in Blockchain-based E-tendering

Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

3.1 Cost Analysis of an E-tendering Project Based on Blockchain . . . . . 15

xii



Chapter 1

Introduction

1.1 Background Literature

The public and private sectors use the bidding process as a basic way to acquire
products and services, but it is vulnerable to several security and transparency
problems. Conventional tendering methods frequently include vulnerabilities that
result in corruption and inefficiency, including contractor favoritism, document
tampering, bid manipulation, and a lack of transparency. To address these issues,
blockchain technology which is decentralized and unchangeable has been suggested
as a way to develop transparent and safe e-tendering systems. It ensures integrity
and security by securely storing every bid and making data manipulation nearly
impossible.

The benefits of blockchain in tendering processes have been emphasized in
several areas of research. For instance, the Ethereum blockchain’s smart contracts
can automate and safeguard the bidding process, guaranteeing that all proposals are
fairly assessed and free from the potential for data manipulation Mali et al. (2020).
Their efforts strengthen the procurement process’s overall integrity by highlighting
the fair evaluation of all bids free from the potential for data manipulation. Similar
to this, Pawar et al. (2023) investigates how blockchain technology can be used in
the bidding process, outlining a methodical procedure that comprises creating the
tender, submitting bids, evaluating them, and choosing the best offers. By offering
a safe and open framework, this study demonstrates how blockchain can effectively
address vulnerabilities in conventional tendering approaches.
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To enhance the security of sensitive data, advanced encryption techniques must
be integrated with blockchain technology.Marati et al. (2023) proposes utilizing
advanced encryption techniques like SHA-256 to improve the security of blockchain-
based tender systems to protect sensitive data.Alves Batista (2024) emphasizes
that tendering systems can use encryption to protect sensitive documents. This
maintains confidentiality and integrity throughout the tendering process by limiting
access to and viewing of the data to authorized personnel.

According to a study by Hiremath & V (2023), blockchain technology can elimi-
nate traditional paper-based tendering processes, which reduces corruption and
provides every bid an equal chance of winning. The study also emphasizes how
blockchain technology may be used more widely in other public services, empha-
sizing how this strategy might improve efficiency, security, and openness in a range
of government sectors.

However, this study aims to examine how blockchain technology can be in-
tegrated with advanced encryption techniques like SHA-256 and ChaCha20 to
improve the tendering process’ security and transparency.We demonstrate how the
integration of these technologies can make procurement procedures more efficient
and trustworthy while maintaining the integrity of tendering systems.

1.2 Problem statement

There are significant vulnerabilities in the current e-tendering system that may
facilitate data manipulation and compromise sensitive data because of security
gaps. It is essential to use a blockchain-based e-tendering technology to solve
this. Although some vulnerabilities are mitigated by using a blockchain-based
infrastructure, persistent security threats still exist. To solve these, a proposal that
emphasizes the strong implementation of ChaCha20 encryption and the SHA-256
hash function ensures greater transparency and accountability throughout the
procurement process.
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1.3 Objectives and Significance of the Study

This section describes the objectives and the motivations behind our project, which
combines blockchain technology with advanced encryption techniques like SHA-
256 and ChaCha20 in an e-tendering system. We will discuss the primary objectives
of the study, specify particular goals intended to accomplish these aims and describe
the reasons behind our investigation of safe and open tendering procedures. We
will also talk about the importance of this research in addressing the shortcom-
ings of traditional tendering systems and its broader implications for improving
procurement activities’ security, transparency, and trust.

1.3.1 Objective

• To develop a blockchain-based e-tendering system using the SHA-256
Hashing and advanced encryption technique.

• To provide an effective procurement platform.

1.3.2 Motivation

This study is motivated by the shortcomings of conventional tendering methods,
which are frequently vulnerable to fraud, data manipulation, and a lack of trans-
parency. The integrity of the tendering process has been compromised by these
problems, which could result in unfair practices and corruption. Furthermore, it’s
critical to understand that blockchain technology is susceptible to several secu-
rity risks, such as assaults that compromise data integrity, confidentiality, and the
process’s general credibility, as it becomes more widely used for e-tendering. A
more secure and transparent system can be established by combining blockchain
technology with SHA-256 hashing and ChaCha20 encryption to reduce these is-
sues. The decentralized and immutable ledger of blockchain technology improves
transparency, and hashing and encryption methods shield private data from ma-
nipulation and unwanted access. By addressing the vulnerabilities in blockchain
e-tendering systems, these technologies can provide a safer and more reliable way
to manage bids and tenders, according to this study.
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1.3.3 Significance

The significance of this study consists of its full address to the security and trans-
parency issues facing traditional tendering systems. Blockchain technology com-
bined with advanced encryption methods solves issues of data manipulation, illegal
access, and opaqueness. Making use of an immutable blockchain ledger ensures
that every transaction is documented so that all parties involved can view the same
data, thus reducing the likelihood of fraud and corruption. Because participants
may be convinced that the tendering process is impartial and fair, this transparency
helps to build confidence. The decentralized and unchangeable characteristics of
blockchain technology, along with the strong security offered by SHA-256 and
ChaCha20, guarantee that tendering procedures are reliable, transparent, and safe.
The efficiency and integrity of procurement operations are enhanced by this method,
which also has the potential to completely transform the way tenders are handled
in a variety of industries.

1.4 Limitations

There are various barriers to the use of blockchain-based tendering systems.
Blockchain infrastructure accessibility and the technical expertise required to run
such systems efficiently are examples of technological barriers. Decentralized
tendering procedures must be in line with current legal and compliance frameworks,
which present regulatory issues. Cost issues are also important because the initial
setup and ongoing operating costs of blockchain systems may be higher than those
of conventional techniques. Finally, a lack of knowledge of blockchain technology
and its perceived complexity may cause stakeholders used to traditional tendering
procedures to oppose the move, resulting in user adoption resistance. All of these
elements work together to affect blockchain’s viability and adoption in e-tendering
platforms.
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Chapter 2

Literature Review

2.1 Literature Review

Research on integrating blockchain technology into tendering procedures has been
expanding because it may be able to solve problems with efficiency, security, and
transparency that come with using traditional tendering methods. Several studies
and technical papers have examined how blockchain technology and advanced
cryptography can revolutionize procurement processes.

Mali et al. (2020) introduces a blockchain-based e-tendering system that uses
smart contracts to decentralize tender administration. Their research highlights the
security and transparency benefits of blockchain technology, which records every
transaction on an immutable ledger. Automating tender procedures with smart
contracts significantly reduces delays and human error. This study is in support
of using blockchain technology as the basis for more transparent procurement
practices.

Another study Hiremath & V (2023) discusses how blockchain-based solutions
might improve e-tendering’s effectiveness by eliminating traditional paper-based
procedures, which frequently result in corruption and inefficiency. Distributed
ledger technology, which enables parties to monitor and confirm the authenticity of
bids and tender papers, is essential for safe, tamper-proof transactions, according
to the authors. The findings of Mali et al. (2020) are consistent with this, supporting
the idea that blockchain can revolutionize procurement by promoting an open and
equitable tendering process.
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Similarly, research by Marati et al. (2023) discusses the use of blockchain tech-
nology in tender management to solve security and transparency concerns in
conventional tendering procedures. All transactions and data, including proposals
and company profiles, are safely stored in an unchangeable ledger due to their
blockchain-based system. They emphasize increases in transparency and equity
through the use of cryptographic techniques and the decentralization of tender
data. But they also warn that to keep security, continuous audits and updates are
required. To further promote the security of the system, they recommend that future
work improve the security of smart contracts by encrypting private data using more
advanced cryptographic algorithms like SHA-256.

H. Li & Xue (2021) suggests a blockchain-integrated electronic bidding system
for the construction sector that will enhance security, trust, and transparency. A
decentralized strategy is used in the system architecture to mitigate the problems
of identity verification, bidding fraud, and data manipulation. To ensure fairness
throughout the auction process, the study also uses big data analytics to identify
and stop bidding fraud. Their research shows how blockchain technology may
revolutionize electronic bidding by boosting dependability and efficiency.

A blockchain-based solution is presented by Reddy et al. (2023) to address im-
portant problems with conventional e-tendering, including security risks, contractor
favoritism, and transparency concerns. To increase the security and accountability
of the tendering procedure, the study makes use of blockchain’s decentralized
ledger to guarantee that every transaction is safely documented and unchangeable.
Bid submissions and evaluations are among the critical processes that smart con-
tracts are utilized to automate. This minimizes human participation, minimizes
errors, and speeds up the process as a whole. The system suggests cryptographic
encryption techniques to protect sensitive data in addition to the blockchain’s built-
in security measures, which strengthens the system’s resistance to tampering and
illegal access. This blockchain-based approach makes the tendering process more
effective and equitable by removing middlemen and offering real-time transparency,
which raises procurement accountability and trust.
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Alves Batista (2024) investigates how blockchain technology might improve
accountability and transparency in public procurement, with a particular emphasis
on reducing records fraud. The study suggests using blockchain technology to stop
record tampering and errors and emphasizes the significance of appropriate records
management for procurement integrity. It shows how blockchain can guarantee
the security and authenticity of procurement records, lowering fraud opportunities
and boosting confidence in public procurement systems, by analyzing international
regulations like those from the World Bank and the European Union.

Additionally, research by Pawar et al. (2023) examines how blockchain tech-
nology can be used in the tendering process, outlining a methodical procedure
that involves creating the tender, bidding on it, and choosing the winning bids.
Their research highlights how blockchain technology can offer a transparent and
safe framework that increases stakeholder trust and reduces the hazards connected
to centralized databases. This thorough approach presents blockchain as a work-
able alternative while addressing the security concerns of the current e-tendering
platforms.

Dubey et al. (2023) proposes a blockchain-based approach to government tender
distribution in order to secure and decentralize the procedure. They highlight how
blockchain technology ensures security and transparency through an immutable
record, whereas traditional centralized systems are susceptible to fraud and hacks.
The solution reduces human interference and potential bias by automating bid
screening and contract awarding with Ethereum smart contracts. In order to ensure
a just and open allocation of contracts, the authors explicitly stress the importance
of anonymity and trustless interactions throughout the tendering process.

Kuntamukala & Raju (2024) introduce a smart tender management system based
on blockchain technology to fix the problems with current e-tendering systems.
They address the problems with centralized databases, like how they can be used
for fraud, changing info, and not being open to everyone. When you use blockchain,
you build a decentralized, encrypted transaction system that keeps bids and tender
documents safe. This approach makes sure that everything is clear by letting
bidders watch what’s going on in the portal. It also gets rid of centralized control,
which makes the tendering process more secure as well as fair.
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Bikkad (2023) propose a web-based tender management system that uses blockchain
to make buying more open and safe. They stress that the immutability of blockchain
and smart contracts could make the bidding process faster, get rid of middlemen,
and automate the review of bids. Their method is meant to help stakeholders work
together in real time, make things easier to track, and lower the risk of fraud and
manipulation. The authors conclude that blockchain could change the procurement
business by making it more efficient, accountable, and cost-effective.

A blockchain-based e-tendering evaluation system that makes tender processes
safer for data is presented by Gong et al. (2022). Their approach keeps immutable
records of bids and reviews using smart contracts and a transaction data model.
This architecture ensures transparency and prevents data manipulation when ten-
der papers are stored on the blockchain. To demonstrate how well the system
functions and how the blockchain-based approach can be a more secure and effi-
cient alternative to traditional methods of evaluating bids, they use experimental
scenarios.

Gaikwad et al. (2023) presents a blockchain-based approach to make digital
bidding safer and more open. Smart contracts on the Ethereum blockchain are used
in the suggested system to make sure that e-tendering is open, decentralized, and
safe. Their study shows how cryptographic techniques can be used to encrypt data
and check its integrity. The study reveals that blockchain can get rid of security
risks and make the whole bidding process more efficient by fixing vulnerabilities in
current systems.

Shelar & Chandratre (2022) explores blockchain technology used in an online
auction system to fix the security problems that come with regulated platforms.
With blockchain and smart contracts powering their system, they make sure that
sales information can’t be changed and can only be accessed by authorized parties.
This makes things much more secure and apparent. Without intermediaries, their
model automates the buying process, which makes auctions more efficient and
reliable.
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Multiple study papers from 2020 to 2023 were compared in order to help with
the evaluation of blockchain-based e-tendering systems.

Authors Year Mali et al 2020 Hiremath et al 2023 Marati et al 2023 Dubey et al 2023 Li & Xue 2021 Halikar et al 2023 Thilak 2022 Kiyeng 2021 Pawar 2023 Ashwini 2021 Gong et al 2022

Security yes yes yes yes yes yes yes yes yes yes yes

Transparency yes yes yes yes - yes yes yes yes yes yes

Efficiency - yes yes yes yes - yes - - - -

Confidentiality - - yes - - - - - yes - -

Immutability yes yes yes - yes yes yes yes yes yes yes

Auditability yes - - - yes - yes yes yes - -

Fairness yes yes yes yes yes yes yes yes yes - -

Accountability - yes - - - - - - - - -

Accessibility - yes - - - - - - - - yes

Table 2.1: Comparative Analysis (General Parameters)

This comparison focuses on important factors like security, openness, effective-
ness, privacy, inflexibility, auditability, equality, responsibility, and ease of access.
The research shows that blockchain-based systems always support security, open-
ness, and immutability, which are important for e-tendering systems to make sure
they are trustworthy and data is kept safe. But there are some differences in terms
of auditability, privacy, and efficiency. This shows that, based on the needs of the
system, more improvements may need to be made in these areas. Because of the
benefits this research shows, blockchain should be used to make tender processes
more fair and safe.

Even though the blockchain-based e-tendering system has a strong decentralized
design, there are still many methods of attack that need to be thought through to
make sure it is safe and reliable. Cyberattacks like brute force, phishing, DDoS,
Sybil, and even smart contract flaws can still happen to blockchain systems. These
attacks can damage the system’s integrity and effectiveness if they are not stopped
properly.

To protect the system from possible threats, it is important to take steps such
as using strong encryption algorithms, stricter authentication protocols, smart
contracts that have been tried, and decentralized validation mechanisms. The
blockchain-based e-tendering system can provide a higher level of security by using

9



Authors Types of Attacks CounterMeasures

Jonkman et al.,
2019

Brute force attack Strong encryption and a robust algo-
rithm Dasgupta et al. (2019)

Dasgupta et al.,
2018

Phishing Attack Stronger authentication and strong
passwords Dasgupta et al. (2019)

Konig et al.,
2020

Smart Contract Vulnerabil-
ity

Use trustworthy and well-established
smart contract platforms and only de-
ploy well-tested contracts. König et al.
(2020)

Averin & Ave-
rina, 2019

DDoS attack Utilizing distributed infrastructure
and expanding network capacity Be-
gum et al. (2020)

Rahman et al.,
2019

Sybil attack Stronger authentication and decentral-
ized node validation Averin & Averina
(2019)

Embong et al.,
2021

Eclipse attack Network encryption make use of rep-
utable, well-maintained blockchains
with robust network resiliency. Das-
gupta et al. (2019)

Table 2.2: Attacks and Countermeasures Using Blockchain Technology

these security measures. This lowers the risk of fraud and makes sure the platform
is safe and reliable.

Adding advanced cryptographic methods like SHA-256 and ChaCha20 encryp-
tion to blockchain-based e-tendering systems is an excellent way to make them
secure and protect against attacks like phishing, brute force, and DDoS.A well-
known cryptographic hashing algorithm called SHA-256 is very important for
keeping data secure in blockchain environments. It gives each input a unique
256-bit hash value, so even the smallest change to the input will lead to a different
hash output. On the other hand, ChaCha20 encryption encrypts private data like
bid details and documents very quickly. Its light security keeps important data
private and out of the hands of people who aren’t supposed to have access to it.
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Features SHA-256 Hashing ChaCha20 Encryption

Role in E-tendering
using blockchain

It can be used in e-tendering
systems to hash contracts and
bid amounts, creating a safe
and immutable record of the
bidding procedure. Mali et al.
(2020),Marati et al. (2023).

Sensitive information, includ-
ing bid details and bid doc-
uments, can be encrypted us-
ing ChaCha20 in e-tendering.
De Santis et al. (2017),Nir & Lan-
gley (2015).

Security Enhance-
ment

The e-tendering system’s secu-
rity is improved by SHA-256’s re-
silience to collisions and attacks,
which offers an efficient way of
confirming the accuracy of data
that has been stored.Mali et al.
(2020),Marati et al. (2023).

ChaCha20’s robust encryption
features help to keep sensitive
data private and prevent un-
wanted parties from accessing it,
which enhances the e-tendering
system’s security. De Santis et al.
(2017),Nir & Langley (2015).

Table 2.3: Comparison of SHA-256 and ChaCha20 in Blockchain-based E-tendering
Systems

2.2 Performance Evaluation Criterion

Efficiency and security are critical in a blockchain-based e-tendering system to
guarantee that bids and tender documents are handled promptly, remain confiden-
tial and are immutable. When assessing the overall performance of the system,
the effectiveness of the hashing and encryption algorithms is critical. Detailed
performance evaluation criteria with an emphasis on security, hashing efficiency,
and encryption are listed below.

Encryption and Hashing Efficiency : In order to ensure data security and in-
tegrity, this criterion evaluates the computational overhead, memory consumption,
key management, and time efficiency associated with document encryption and
hash value generation.

ChaCha20 stream cipher is appropriate for contexts with limited performance
since it is quicker and more effective than other encryption, especially on devices
without hardware acceleration. As a continuous data processing stream cipher, it
provides strong security and resistance to timing attacks with a more straightfor-
ward and secure implementation.
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Key Size: A 256-bit (32-byte) secret key is used by ChaCha20 encryption to
provide robust protection against attacks.

File Size: Tender documents, which are 3 kB files, are encrypted.

Time Taken: Using ChaCha20, the system encrypts a 3 kB document in 9
milliseconds.

Time Complexity: The time complexity of ChaCha20 is O(n), where n is the
number of 64-byte blocks (48 blocks for a 3 kB file). This guarantees steady scaling
for bigger files. Decryption Time: The 3 kB document takes 8 milliseconds for the
system to decrypt.

Hashing Performance (SHA-256) :

Hash Size: By producing a fixed 256-bit (32-byte) hash value, SHA-256 guaran-
tees the integrity of the file regardless of its size.

File Size: The 3 kB file is used in the hashing procedure.

Time Taken: Small files, such as 3 kB, take SHA-256 1 microsecond to compute
a hash.

Time Complexity: O(n), where n is the number of 512-bit (64-byte) blocks—48
blocks for a 3 kB file—is the complexity of SHA-256 hashing.

Security Evaluation in Terms of Encryption and Hashing :

The blockchain-based E-tendering system uses SHA-256 hashing and ChaCha20
encryption to protect bid papers and bid amounts. A crucial component is the
system’s ability to resist attacks, since hashing and encryption protect it from many
threats on the internet. ChaCha20 encryption offers an effective technique while
preserving strong defense against attacks thanks to its quick encryption (9 millisec-
onds for a 3 kB file) and decryption timings (8 milliseconds). It is more difficult to
exploit timing vulnerabilities when encryption periods are shorter because they
limit the window of opportunity for side-channel attacks. Furthermore, SHA-256
hashing ensures data integrity by making it simple to identify any illegal changes
to bid papers through hash verification.
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Key Size: ChaCha20 employs a 256-bit key, which is a lot more secure than
algorithms that use smaller keys. It would take exponentially longer to break a
larger key, making it more resistant to attacks.

Encryption Strength: ChaCha20 is known for its ability to resist cryptographic
attacks such as linear and differential cryptanalysis. It has shown resilience to
established assault techniques. Similar to this, SHA-256 offers robust protection
against collision attacks, guaranteeing the preservation of bid data integrity and
making any attempts at tampering instantly identifiable. The E-tendering system is
completely secure because to this combination of encryption and hashing.

2.3 Justification of the Adopted Performance Evalua-
tion Criterion

The blockchain-based E-tendering system’s efficiency and security justify the per-
formance evaluation criteria that were specified. Due to its exceptional speed and
efficiency—especially in contexts with limited performance—without compromis-
ing security, ChaCha20 encryption was chosen. Its linear time complexity (O(n))
guarantees that the system’s performance stays scalable and predictable even as
the file size grows. A 256-bit key offers a high degree of defense against brute-force
attacks, guaranteeing the confidentiality of bid documents during the bidding pro-
cedure. In the same way, the hashing mechanism (SHA-256) provides excellent
resistance to collision attacks and resilient data integrity with low computational
overhead, significantly improving efficiency.

Additionally, it evaluates hashing and encryption/decryption times, addressing
important system performance factors including processor speed and resource
usage. The evaluation ensures that the system not only meets real-time speed
requirements but also provides a secure environment for crucial transactions by
placing a strong emphasis on memory usage, attack resistance, and key manage-
ment. The E-tendering system’s comprehensive approach, which maintains a
balance between speed, resource efficiency, and security, allows it to handle large
bid volumes without compromising data integrity or confidentiality.
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Chapter 3

Design and Development

3.1 Project Management and Financial Activities

Planning, organizing, executing out, and monitoring the project from start to finish
are all included in project management. It include setting project objectives, deter-
mining tasks and deadlines, assigning resources, and making sure the project stays
within financial and time limits. Achieving project goals requires team members
to collaborate, communicate, and coordinate effectively throughout the project
lifecycle.

Figure 3.1: Timeline of Blockchain Based E-Tendering System

The blockchain-based e-tendering system’s project management process starts
with identifying any gaps in current systems that the project could fill and creating a
comprehensive project proposal that details the goals, parameters, and project stake-
holders. Starting in October 2023 and ending in February 2024, the research and
literature review phases follow approval of the project proposal.These phases look
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into blockchain technology and security protocols including ChaCha20 encryption
and SHA-256 hashing.

Following the research, the requirements collection phase is conducted from
February 2023 to March 2024. With a focus on blockchain integration, encryption
specifications, and user roles (admin and bidder), the functional and non-functional
needs for the system were identified. The design and coding stage, which includes
creating smart contracts, starts in March 2024 and lasts until June 2024. This involves
utilizing tools like Web3.js, MetaMask, and Remix IDE to integrate the system with
blockchain. From June 2024 to July 2024, encryption and security measures are put
into place. In the months that follow, deployment and testing take place. For testing,
the system uses the Sepolia testnet. Final testing and report writing bring the project
to a close, guaranteeing a comprehensive assessment and documentation.

3.1.1 Financial Activities :

This section discusses the overall project development cost. The entire development
phase of our project takes roughly 20 weeks or five months. The following is the
cost study of an e-tendering system based on blockchain:

Type of Cost Description Cost

Software Cost Web3.js, Node.js, Express, MetaMask,
and the Remix IDE (all open-source)

Tk. 0

Hardware Cost Three Computers, Three Routers (Per-
sonal Technology Used)

Tk. 1,50000

Developer
Salary

Five-month developer salary: Tk.
15,000/= per month

Tk. 75,000

Cost of Internet Team’s monthly internet bill (5 months
at Tk 1,000 per month)

Tk. 5,000

Testing Testing environment setup (Meta-
Mask)

Tk. 0

Total Cost Tk. 2,30000

Table 3.1: Cost Analysis of an E-tendering Project Based on Blockchain
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The blockchain-based e-tendering system’s financial operations, which total Tk.
230,000, are broken down into major cost categories. The project hardware costs are
2,30,000. All software tools, including Web3.js, Node.js, Express, MetaMask, and
the Remix IDE, were open-source, so there were no software costs. The developer’s
compensation, which was Tk. 15,000 a month for five months, was the largest
expense, coming to Tk. 75,000. The crew also paid Tk 1,000 a month for internet
services, which added up to Tk 5,000 throughout the project. Finally, for simulation
and testing, which included establishing a MetaMask testing environment resulting
in no costs.

3.1.2 Design Concepts and Major Subsystems :

The blockchain-based e- tendering system offers a decentralized approach for safe,
open, and effective tendering procedures. Managing bids securely, maintaining data
integrity, and ensuring a fair selection process are the main issues with design. The
two primary users of this system are the bidder and the tender organization (admin).
Engineering analysis follows a thorough explanation of the design concepts and
key subsystems.

Tender Creation Subsystem : The admin (tender organization) can create and
publish new tenders with the help of this subsystem. It documents the specifics
of the tender, such as the requirements, bid criteria, and deadlines. Active tenders
can be seen by bidders and the admin. All tender information will be stored on
the Ethereum blockchain via the smart contract, which offers transparency and
immutability.
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Figure 3.2: Flow Diagram of Blockchain Based E-Tendering System
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Bid Submission and Encryption Subsystem :Bids are submitted by bidders
together with additional documents and bid amounts. To ensure confidentiality, the
bid documents are encrypted using ChaCha20 encryption. Following encryption,
the bid amounts and encrypted documents’ unique hash are generated using SHA-
256 hashing. Data integrity is guaranteed by the blockchain’s storage of the bid
amount hashes and encrypted documents. The technology connects the frontend
and blockchain using Web3.js. When a bid is submitted, the frontend communicates
with the smart contract via Web3.js. The SHA-256 hash is stored in the smart
contract. Bid papers are encrypted using secret keys that can only be decrypted by
the admin, guaranteeing bid confidentiality until the end of the deadline.

Winner Selection Using Smart Contracts :The winning bid will be selected by
the system based on criteria written into the smart contract when the bid submission
time ended. The selection procedure is safe and transparent, and the blockchain
stores all bid evaluations in an immutable way. This guarantees the winner is se-
lected fairly. An automated smart contract mechanism that evaluates bids according
to with preset standards and criteria is utilized to choose the winner.

3.1.3 Engineering Analysis of the Design Process :

The engineering research that proves the design’s scalability, security, and depend-
ability—ensuring that it will function as required—is included in this part. The
demonstration emphasizes on encryption, blockchain architecture, smart contract
execution, and performance to demonstrate that the design is strong enough to
handle the e-tendering process without any problems.
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1. Encryption and Data Integrity Analysis:

SHA-256 hashing and ChaCha20 encryption improve e-tendering system security
by resolving a number of possible vulnerabilities. ChaCha20 encryption is used to
protect bidders’ private documents and bid amounts, making the encrypted data
inaccessible even in the case of unauthorized access. This guarantees bid secrecy
all the way through the bidding procedure. The SHA-256 hashing algorithm is
used to encrypt documents and bid amounts, producing unique digital fingerprints
(hashes) that are kept on the blockchain.

These hashes’ immutability and integrity ensure that any tampered material
can be quickly identified with the bid because even a small change would produce
an entirely new hash. With ChaCha20’s confidentiality and SHA-256’s integrity
and immutability guarantees, the system is highly resilient to security threats
such document counterfeiting, data breaches, and manipulation. This dual-layered
cryptographic technique offers a strong architectural solution for preserving security
and transparency while strengthening the e-tendering system against attacks.

ChaCha20 Encryption: Using an XOR operation between the data and the
generated keystream, this stream cipher creates ciphertext from the plaintext bid
documents:

C = P ⊕ K

Here, K is the keystream produced by the ChaCha20 algorithm, P is the plaintext
(bid documents), and C is the ciphertext.
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Figure 3.3: Encryption(Chacha20)
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SHA-256 Hashing: To ensure data integrity, this function creates a 256-bit hash
for the encrypted data:

H = SHA-256(C)

Here, H is the blockchain-stored hash, and C is the ciphertext generated during
the encryption process.

Figure 3.4: Hashing(SHA-256)
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Blockchain Integration and Smart Contract Execution :

The Ethereum blockchain ensures the transparency and immutability of the creation
of tenders, bid submission, and winner selection. The design uses smart contracts
to automate and enforce important features, such deadlines and winner selection,
without the need for human participation.

Tender Creation: When a tender is created, the following format is used to
record details on the blockchain:

Ti=tenderID,description,deadline

where Ti is the transaction that contains the tender data, together with the
integrity-preserving hash of the tender details.

Bid Submission: The smart contract submits the encrypted bid data and its
hash for every bid:

storeBid(bidderID,hashData,encryptedData)

Winner Selection: After the deadline, the smart contract evaluates bids using
predefined criteria, such the lowest bid.

selectWinner()winningBid

The smart contract ensures fairness and transparency by operating indepen-
dently and executing the rules without human intervention. The blockchain ensures
that all bid submissions and tender information are auditable and inaccessible. The
selection process is clear and equitable, and no bid can be changed after it has been
submitted due to the smart contract logic.
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Results of Analysis : ChaCha20 encryption and SHA-256 hashing are used
in the blockchain-based e-tendering system to guarantee security and integrity,
making bid data easily verifiable and impenetrable. Immutability is guaranteed by
the Ethereum blockchain, which guards against fraud and manipulation throughout
the bidding process. By automating crucial processes like winner selection and
deadlines, smart contracts guarantee equity and openness. Storing only hashes and
metadata on-chain minimizes expenses while optimizing the system for efficiency
and scalability. To ensure that the blockchain-based e-tendering system would
function as needed and not malfunction, it has undergone extensive engineering
examination. The solution is safe, dependable, and scalable due to the integration of
smart contract automation, blockchain immutability, and encryption, which solves
any problem that arises with conventional tendering methods. By adhering to these
engineering principles, the design of the system may be investigated and replicated
with the assurance that it will function as planned.

3.2 Adopted Tools and techniques

Several tools and technologies were used to handle the project’s frontend and
backend during the development of the blockchain-based e-tendering system. The
tools utilized at each stage of the project are broken down below:

Software Requirements :

Solidity Remix IDE: Used to create, test, and implement smart contracts that
manage the development of tenders, the submission of bids, and the automatic
selection of winners.

Web3.js: Enables communication between the Ethereum blockchain and the
frontend (JavaScript). It facilitates transaction sending, contract function calls, and
blockchain data retrieval.

Express.js and Node.js in JavaScript: Both front-end and back-end development
require JavaScript. Express.js is a web framework for managing routes and APIs,
and Node.js provides the runtime for server-side programming.Backend logic and
Web3.js integration for blockchain communication are all handled by Node.js.For
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managing bid submissions, responding to HTTP requests, and communicating with
the frontend, Express.js offers routing.

Embedded JavaScript Timing, or EJS: EJS is a templating engine that uses
JavaScript to dynamically create HTML pages. Enables the creation of dynamic
front-end content, including the presentation of ongoing bids, tenders, and out-
comes derived from blockchain data. Easily combines with Express.js to create
dynamic, server-rendered webpages.

SHA-256 hashing and ChaCha20 encryption: SHA-256 hashes are created
and stored on the blockchain, and ChaCha20 secures the bid documents prior
to submission. While ChaCha20 is chosen for its lightweight, fast, and secure
encryption, SHA-256 is best suited for creating tamper-proof hashes.

MetaMask: A browser extension that is used to sign transactions on the Ethereum
blockchain and authenticate users.

XAMPP: Utilized as a local server for managing non-blockchain data databases
(such as user and tender details).XAMPP offers a user-friendly and adaptable
programming environment for local server setup and database administration.

Justification for Tools Selection: For the blockchain-based e-tendering system,
the techniques and tools were selected based on their scalability, security, ease of
integration, and blockchain-specific characteristics. Smooth and secure interactions
are ensured via Web3.js and MetaMask’s seamless connection with the Ethereum
network. Data integrity and bid documents are strongly secured by SHA-256
hashing and ChaCha20 encryption. In a tendering system, processing several
concurrent requests requires excellent scalability and throughput, which Node.js
and Express.js guarantee. With its capacity to render dynamic material server-side,
EJS is perfect for presenting bid submissions and tender information in real time. A
adaptive local environment to handle non-blockchain data was offered by XAMPP,
while the Remix IDE was chosen for effective smart contract development. The
performance, security, and functioning of the system are guaranteed by these tools.
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Hardware Requirements : Our blockchain-based e-tendering system’s physical
architecture is described in depth under the hardware requirements. They could
consist of:

• Processor: Intel Core i5 or AMD Ryzen 5

• RAM : 16 GB

• Storage: 512 GB SSD

• Operating System: Windows 11.

• Network: A 50 Mbps broadband connection .

3.3 Design the Solution

The blockchain-based electronic tendering system is intended to provide a safe,
open, and effective platform for overseeing the whole tendering procedure. The
system combines essential functional and non-functional needs to guarantee smooth
functioning.The system is modular and decentralized, with a secure distributed
ledger to record transactions and blockchain technology for transparency. The back
end manages smart contract deployment, bid submission, and tender development,
while the front end offers admin and bidder interfaces. Data integrity is verified by
hashing algorithms, while bid secrecy is guaranteed by encryption.

Functional Requirements :

Tender Creation: Admin (tender organizations) should be able create tenders
with all the necessary information, such as bid requirements and deadlines.

Bid Submission: Through the system, bidders can sacurely submit their bids
and any supporting documentation.

Encryption and Hashing: Before being stored on the blockchain, bid documents
and amounts are hashed using SHA-256 and encrypted using ChaCha20.
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Automated Winner Selection: Using predefined criteria, smart contracts choose
the winning bid automatically.

Non Functional Requirements :

Security: Using hashing and encryption techniques, the system must ensure the
bid data’s integrity, confidentiality, and integrity.

Fairness :Since no human interference may change automatic decision-making,
smart contracts guarantee that bids are treated impartially and fairly.

Immutability:The blockchain secures the system from tampering by storing
data that cannot be altered once committed, such as bid details and record of
transactions.

Transparency: The blockchain records every operation and transaction, guaran-
teeing accountability and transparency.

Usability: Both admin and bidders should find the user interface easy to use,
enabling seamless navigation and communication.

Performance: The system should respond instantly to the formation of tenders,
the submission of bids, and the encryption of bids.

System Design :
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Figure 3.5: System Design of e-Tendering System
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By combining several elements, including smart contracts, blockchain, and
encryption techniques, the blockchain-based e-tendering system’s design, as shown
in the figure, ensures an efficient and safe tendering process. The bidder and
the tender organization (admin) are the two main users of the system. To ensure
transparency, a tender is first created by the tender organization and then stored
on the blockchain. The active tenders are viewed by bidders and the admin. After
looking for tenders and retrieving the necessary information, the bidders submit
their offers, which are secured by ChaCha20 encryption and hashed using the
SHA-256 algorithm. To ensure data integrity, the blockchain stores the hash of the
bid amounts and encrypted documents.

After the deadline, a smart contract selects the winner by analyzing the sub-
missions according to specified criteria. This procedure guarantees that the bid-
ding process is secure and impenetrable because every interaction is stored on the
blockchain. The winner is announced automatically using smart contracts, which
reduces the need for human participation and guarantees fairness and transparency.
Through the use of cryptographic algorithms and blockchain concepts, the system
offers a secure, decentralized, and reliable e-tendering platform.

3.4 SDLC

Within the Software Development Life Cycle (SDLC), the Waterfall model serves as
the framework for the approach used to create the blockchain-based e-tendering sys-
tem. The necessity for exacting, clearly defined phases that guarantee security, trans-
parency, and immutability—all essential for a blockchain-based platform—informed
this decision. A thorough investigation of current blockchain-based e-tendering
systems is the first step in the process. This stage of study looks at existing solutions
and identifies problems including centralized control, lack of transparency, and bid
manipulation. Identifying these difficulties highlights the issue with conventional
e-tendering systems, which are unreliable and untrustworthy.
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The requirements specification phase starts after the research is finished. Various
individuals, including as bidders and tender organizations, gather both functional
and non-functional needs during this phase. Creating tenders, placing bids, en-
crypting papers, and safely storing data on the blockchain are examples of func-
tional needs. Security, system performance, and scalability are the main topics of
non-functional requirements. These specifications serve as the foundation for the
system’s design, guaranteeing that all required functionalities are included and that
the system functions properly and efficiently.

The next step is system design, during which the blockchain-based e-tendering
system’s architecture is thoroughly described. This stage entails creating the in-
terface between the blockchain network, bidders, the tender organization, and
smart contracts. Here, utilizing blockchain’s decentralized structure and applying
cryptographic techniques to ensure the system’s security and transparency is a top
priority.

After that, smart contract development starts. The entire tendering process is au-
tomated via smart contracts, which represent an essential system component. Rules
and criteria for creating tenders and evaluating bids are regulated by the contracts.
To ensure fairness and remove human bias, particular bid evaluation criteria are
encoded into smart contracts at this step. These contracts then automatically choose
the winning bid based on predetermined characteristics.
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Figure 3.6: Methodology

Blockchain technology is included into the system after smart contracts are de-
veloped. With the blockchain integrated into the system, all transactions (including
bid submissions and tender announcements) are documented in a decentralized
ledger during this period. This maintains transparency and prevents illegal modi-
fications. The immutability of blockchain technology is used to foster confidence
between all stakeholders because every action is forever recorded and verifiable at
any time.

Using encryption techniques is the next stage. The system generates a hash of
the encrypted bid amounts and documents using SHA-256 hashing and encrypts
bid documents using ChaCha20. The blockchain stores this hash, ensuring the
confidentiality and integrity of the data. By using these cryptographic techniques,
bid data is protected against manipulation and decryption without the right keys,
even if it is intercepted.
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The system is then put through testing. This stage includes security testing,
which looks at how well the encryption, hashing, and blockchain integration work,
as well as functional testing, which makes sure the system can complete activities
like creating tenders and submitting bids. Additionally, usability testing is done to
make sure the user interface is easy to use and accessible for bidders and the tender
organization.

SHA-256 hashing and ChaCha20 encryption improve e-tendering system secu-
rity by resolving a number of possible vulnerabilities. ChaCha20 encryption is used
to protect bidders’ private documents and bid amounts, making the encrypted data
inaccessible even in the case of unauthorized access. This guarantees bid secrecy
all the way through the bidding procedure. The SHA-256 hashing algorithm is
used to encrypt documents and bid amounts, producing unique digital fingerprints
(hashes) that are kept on the blockchain.

This page

3.5 Implementation

The blockchain-based e-tendering system’s integration of smart contracts, robust
cryptography, and blockchain technology is intended to ensure the tendering pro-
cess’s efficiency, security, and transparency. To enable seamless interaction between
bidders and the tender organization (admin), the system is constructed with a
combination of frontend and backend technologies and tools.

Smart Contract Development with Solidity and Remix IDE

Solidity smart contracts were used to create the fundamental logic of the system,
which included creating tenders, submitting bids, and choosing winners. Remix
IDE, a potent online programming environment for Ethereum smart contracts, was
used to create and test these smart contracts. Important tasks like establishing bid
deadlines, confirming submissions, and choosing the lowest price after the
deadline are all automated by the contract.

Smart contract deployment and testing using the Sepolia testnet were part of the
implementation of the blockchain-based e-tendering system. Sepolia is an Ethereum

31



test network that replicates the primary Ethereum network without the expenses
and dangers associated with using real Ethereum (ETH). It gives developers the
opportunity to create, test, and interact with smart contracts in a context that is
comparable to Ethereum but makes use of a separate currency. It is appropriate for
trying out decentralized apps (dApps), such as the e-tendering system. Sepolia was
used to deploy and extensively test the smart contract that creates tenders, submits
bids, and automatically selects winners.

Deployment of Smart Contract:

In order to deploy the smart contract, we first link the Sepolia test network to
MetaMask, a browser extension that functions as an Ethereum wallet. We used
a faucet to add some test Ether (ETH) to your MetaMask wallet after it was set
up in order to pay transaction fees. After setting up MetaMask, the deployment
procedure entails using Web3.js to connect to the Sepolia testnet.

The e-tendering system’s deployment can be viewed on The Etherscan, which
provides comprehensive details such as the block confirmation, transaction hash,
and contract address. This makes it possible to track the smart contract’s status on
the blockchain transparently.

Create Tender: In a blockchain-based e-tendering system, an admin can create
a new tender using the createTender function, a Solidity smart contract technique.
Three factors are required: name (the tender’s title), description (a thorough expla-
nation of the tender), and deadline (the Unix timestamp indicating the bid deadline).
Using the necessary statement, the function first verifies that the deadline is in the
future. If not, an error message is displayed and the transaction is reverted.

After validation, the tenderCounter which records the total number of tenders
generated—is raised. The following details are then included in the new tender
that is added to the tender mapping: ID, name, description, deadline, active status,
winner selection status, winning bidder address, winning bid amount, and winning
company name. All parties participating in the e-tendering process can examine
and validate the tender’s pertinent information thanks to this structure, which
ensures that it is captured and stored on the blockchain.

32



Bid Submission: In the blockchain-based e-tendering system, a bidder can place
a bid for a particular tender using the submitBid function, a Solidity smart con-
tract mechanism. Four parameters are accepted: companyName, documentHash,
bidAmount, and tenderId.To prevent submissions for non-existent tenders, the
function first verifies that the tender with the given tenderId exists by executing the
tenderExists modifier.

Additionally, it uses the onlyBeforeDeadline modification to determine the
current time before the tender’s deadline, guaranteeing that bids can only be
submitted. The tender, however, is still open to bid. If both requirements are
met, the method generates a new instance of the Bid struct, which contains the
firm name, document hash, bid amount, bidder address, and tender ID. After that,
this bid is added to the bids mapping, which keeps track of all the bids related to
every tender. In addition to giving bidders a simple and safe method to submit
their offers by their preferences, this system guarantees that the tender’s guidelines
and deadlines are kept.

ViewActiveTenders : Both admin and bidders can examine all active tenders
that haven’t had a winner chosen yet with the viewActiveTenders function, a public
view method in a Solidity smart contract. The number of active tenders is initially
determined by iterating over all of the tenders (from 1 to tenderCounter) and
verifying that each one is active and has not yet had a winner chosen. The active
tenders are then created and stored in an array. This array is then filled in a second
loop with the specifics of every active tender that satisfies the requirements. Lastly,
this approach gives back the array of active tenders, giving users a simple way to
see what opportunities are ready to bid.

ViewAllBids : Admin and bidders can view all bids made for a particular tender
identified by tenderId using the viewAllBids function, a public view method in a
Solidity smart contract. Using the tenderExists modifier, it first determines whether
the tender is active, and then it uses the onlyAfterDeadline modifier to confirm that
the bidding deadline has passed. The function returns the array of bids linked to the
specified tender ID if both requirements are satisfied. This promotes transparency
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in the bidding process by making it simple for users to access and review every bid
made after the tender deadline.

ViewWinnerAndBidAmount : The viewWinnerAndBidAmount function is a
Solidity smart contract’s public view function that allows bidders and admin view
the winning bid along with information for a particular tender that is identified
by the tenderId. The tenderExists modifier is used to initially determine whether
the tender is active, and the onlyAfterDeadline modifier is used to verify that the
bidding deadline has passed. Next, the function verifies that a minimum of one
offer has been made for the tender. All bids are iterated through until the one with
the lowest bid amount is determined to be the winning bid, and the winning bid is
initially set as the first bid that is submitted. Lastly, it gives back the winning bid
amount, the winning bidder’s address, and the name of the business that placed the
winning bid. Users may easily find out who won and how much the bidder offered
.

Chacha20 Encryption and SHA-256 Hashing :

ChaCha20 is a common encryption method used to protect data in systems such
as e-tendering platforms based on blockchain. This type of encryption combines
data with a stream of randomly generated bytes depending on a key and a nonce to
encrypt it. Sensitive bidder documents can be encrypted using this approach in an
e-tendering system , protecting the data’s confidentiality.

The primary secret used by ChaCha20 to encrypt and decrypt the data is a
256-bit key, which is 32 bytes in size. To guarantee that only authorized users can
access the encrypted data, this key must be sent or stored securely. ChaCha20
requires a 96-bit nonce (12 bytes) in addition to the key. Each encryption session
has its own nonce, which guarantees that even if the same key is used again, the
result will be distinct. Because of the unpredictability the nonce offers, attackers are
less likely to find patterns in encrypted data.

The ciphertext, which is unintelligible without the key and nonce, is created
by combining these bytes with the original data (using XOR operations). The
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ciphertext is given the same key and nonce for decoding. The ciphertext is changed
back into the original document by reversing the XOR process. The blockchain-
based e-tendering system, ChaCha20, makes sure that bidder documents are safely
encrypted, rendering them unintelligible without the right key and nonce. This
guarantees that private bid data is safeguarded until it is decrypted by authorized
parties.

SHA-256 Hashing :

A cryptographic hash algorithm called SHA-256 (Secure Hash Algorithm 256-bit)
generates a fixed-size 256-bit (32-byte) hash from input data. Because of its security
features, blockchain systems make significant use of it. To ensure data integrity in a
blockchain-based e-tendering system, SHA-256 can be used to bidder documents
and bid amounts to create a distinct digital fingerprint. SHA-256 performs math-
ematical operations on data in discrete blocks to generate a fixed-length output,
called the hash when hashing a file or bid amount. This hash is specific to the
original input; a single-byte change in the data will produce an entirely different
hash.

3.6 Evaluate the solution :

Several significant issues with conventional tendering procedures, including effi-
ciency, security, and transparency, are successfully addressed by the deployment of
the blockchain-based e-tendering system. The system promises a safe, decentral-
ized, and automated procedure for creating tenders, submitting bids, and choosing
winners by leveraging blockchain technology, smart contracts, and cryptographic
techniques including SHA-256 hashing and ChaCha20 encryption. An analysis of
the system’s various components may be found below:
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1. Transparency :

The use of blockchain naturally increases the transparency of the e-tendering system.
The blockchain permanently records every transaction, including the creation of
tenders, the submission of bids, and the selection of winners. This ensures that the
integrity of the entire process can be checked by bidders and admin.

The system adds another level of transparency by putting the smart contracts on the
Sepolia testnet and making the contract data viewable on Etherscan. The transaction
hash, block confirmation, and gas fees are among the contract details that the
general public can check. This makes it easier to ensure that the deployment is safe
and accessible to all parties involved.Transparency in the bid selection process is
promoted by the viewActiveTenders, viewAllBids, and viewWinnerAndBidAmount
features, which enable participants to monitor the progress of tenders and bids in
real time.

2. Security : To guarantee security, the system makes use of both blockchain
technology and cryptographic methods:

Solidity smart contracts automate crucial aspects of the tendering process, such
as deadline setting, bid verification, and winner selection. Because the contract
functions independently and cannot be changed once it is deployed, this reduces
the possibility of human error or manipulation. By using MetaMask, the bidding
process is secured because only authorized users are able to sign and submit trans-
actions.

To enhance system security, ChaCha20 encryption is used to safeguard impor-
tant bidder papers. This keeps bidder information safe from unwanted access,
guaranteeing the privacy of every bid. The solution efficiently protects data from
possible breaches during transport or storage due to a 256-bit encryption key. To
generate distinct digital fingerprints for the data, the system hashes bid documents
and amounts using SHA-256. Because it detects any changes made to the original
data, it guarantees data integrity. The hash is updated to reflect any changes made
to the documents or bid values, warning the system of possible manipulation.
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3. Efficiency : The blockchain architecture and smart contracts automate
time-consuming and repetitive activities, which streamlines the tendering process:

The createTender feature reduces the administrative load by making the process
of creating new tenders easier. Important information can be entered by admin, and
the smart contract makes sure that deadlines and other requirements are fulfilled.
Bidders can submit bids quickly and securely using the submitBid function which
has safeguards in place to ensure that the tender rules are followed. The system
will select the best or lowest bid automatically after the tender deadline due to
the viewWinnerAndBidAmount function. By doing away with the necessity of
manual decision-making, this saves time and lowers the possibility of human error
or partiality.

4. User Experience : Both the bidders and the tendering organization (admin)
will find the system design to be user-friendly:

Users’ interactions with the Ethereum blockchain are made easier by the system’s
integration of MetaMask. As a bridge, MetaMask makes it simple for users to sign
transactions and control their cryptocurrency wallets. A simple and easy-to-use
interface is offered by the MetaMask pop-up for transaction confirmation while
completing tasks like deploying contracts or placing bids. The solution uses Remix
IDE, a well-known tool for creating and evaluating smart contracts. It provides
a smooth environment in which to write and test Solidity code, ensuring that the
contracts work as intended before deployment.

Utilizing the inherent transparency and security of blockchain technology, the
blockchain-based e-tendering system is a well-executed solution that maximizes
the tendering process. The system provides an extremely safe and transparent
environment for admins and bidders as well, with smart contracts automating
crucial tasks and cryptographic approaches ensuring data confidentiality.
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Chapter 4

Result analysis

4.1 Investigate the final result

The blockchain-based e-tendering system has created a more efficient, transparent,
and safe process. Blockchain greatly reduces the potential of manipulation and
fosters confidence by ensuring tamper-proof bid submissions and real-time tracking
of all activities. Smart contracts ensure a fair and accurate process by automating
bid reviews and winner selection. Tendering is more reliable and efficient due
to this safe, decentralized technology. We examine the outcomes in this section,
emphasizing how the system’s improved security, transparency, and efficiency have
transformed conventional tendering procedures.

Smart Contracts :
We first implemented smart contracts for the blockchain-based e-tendering

system. A notification from MetaMask asking for confirmation to complete the
transaction arrived after the contract was deployed.
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Figure 4.1: The deployment of Smart Contract

Figure 4.2: Smart Contract deployment details on Etherscan

After the deployment was confirmed by MetaMask, Etherscan shows the trans-
action data. To verify that the smart contract was properly deployed using the
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Sepolia testnet, Etherscan displays essential details like as the transaction hash,
block number, and gas fee.

Tender Creation(Admin) :

Figure 4.3: Creating Tenders on Smart Contracts

A tender is created by entering the name, description, and deadline after deploy-
ment.
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Figure 4.4: Etherscan shows Details of Tender Creation

Bid Submission (Bidder 1 :)

Figure 4.5: Bid Submission by Bidder 1
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Figure 4.6: Etherscan shows Bid Submission Details

Figure 4.7: Bid Submission by Bidder 2
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Figure 4.8: Etherscan shows Bid Submission Details

After the tender creation, the bidder can bid for the tender by giving tenderid,
company name,bidamount,documenthash.

Figure 4.9: View Active Tenders by Admin and Bidder

Both the admin and the bidder could view the active tender after it was created.
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Figure 4.10: View All Bids by Admin and Bidder

The bidder and the admin can view all bids for a certain tender by giving its
tender ID after the deadline.

Figure 4.11: View Winner And Bid Amount by Admin and Bidder

By providing its tender ID, the admin and bidder can view the tender’s winner
and bid amount after the deadline.
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Web Application

Figure 4.12: Administrator Login

Figure 4.13: Admin Panel

Figure 4.14: Admin creates the tender.
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Figure 4.15: Signing Up as a Bidder

Figure 4.16: Login as Bidder

Figure 4.17: Bidder Panel
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Figure 4.18: Bidder submit Bid

Encryption and Hashing of Bidder Documents (Testing Server)) :

Figure 4.19: Selection of Document Hash
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Figure 4.20: Hash Generated

Figure 4.21: Selection of File Encryption
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Figure 4.22: Encryption of Documents

Figure 4.23: Documents Encrypted

49



Figure 4.24: Decryption of Documents

Figure 4.25: File Decrypted
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Chapter 5

Conclusions

5.1 Societal Impacts and Mitigation Strategies for
E-Tendering System

To ensure effective implementation, several societal concerns raised by the blockchain-
based e-tendering system need to be addressed. Although the system encourages
equity and openness, accessibility is still an issue, especially for smaller businesses
or areas with less-developed technology. The digital divide may worsen if smaller
bidders who are not familiar with blockchain technology find it difficult to par-
ticipate. Moreover, using smart contracts to automate tender procedures may
lessen human oversight, which could result in inaccurate bid evaluations or dis-
putes—particularly if all parties involved lack a thorough understanding of the
technology. The advantages of adopting blockchain could be undermined by this
ignorance, which could lead to misunderstandings and poor handling of the ten-
dering process.

Course of Action to Mitigate Concerns:
To address these societal issues, several proactive measures need to be imple-

mented. The first step is to provide thorough training and support programs to close
the digital divide and guarantee fair access. By training all participants—especially
smaller bidders and organizations with fewer technology resources—these pro-
grams should help close the knowledge gap and promote wider participation. For
non-technical users, the system should also have easy-to-use interfaces and tech-
nical support to reduce entrance barriers. Lastly, to ensure that the system runs
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smoothly while maintaining some degree of human judgment, hybrid oversight
models that combine automated smart contracts with human review may be able to
assist prevent errors and disagreements. These steps will contribute to the inclu-
siveness, accessibility, and equity of blockchain-based e-tendering platforms for all
parties involved.

5.2 Impact on Environment and Sustainability

The blockchain-based e-tendering procedure affects sustainability and the envi-
ronment in both positive and potentially negative ways. The system minimizes
the carbon footprint and paper waste involved with printing, distributing, and
physically storing tender documents by drastically reducing the requirement for
paper-based procedures. By using fewer resources, this move to digital processes
encourages sustainability.

However, it’s also important to take into account how blockchain technology
itself affects the environment. To validate transactions, public blockchains like
Ethereum need a lot of processing power, which raises energy consumption and the
corresponding carbon emissions. So the system uses blockchain platforms that use
less energy, like Proof of Stake consensus processes, which have a lower environ-
mental impact than energy-intensive Proof of Work systems. By using blockchain
technology and automating conventional bidding procedures, the project can make
a positive impact on environmental sustainability.

5.3 Ethical and professional principles

Professional and ethical standards were respected throughout the blockchain-based
e-tendering system’s development by making sure the design was safe, open, and
in line with the law. As engineers, it is our job to create a system that would ensure
the integrity and privacy of any bid information while encouraging openness in
the bidding process. By including failure analysis and hazards, Design for Safety
techniques were incorporated into the project with an emphasis on preventing
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unauthorized access, tampering, and data breaches. By employing SHA-256 hashing
and ChaCha20 encryption, the system minimizes the danger of cyberattacks and
maintains data integrity while protecting critical bid data.

Furthermore, the smart contract logic guarantees that the tender process is
carried out automatically, lowering the possibility of fraud or manipulation and
fostering equity. Potential points of failure, such as blockchain network assaults
or smart contract vulnerabilities, were found using hazard analysis and addressed
with strong security procedures and frequent audits. The system complies with
national and international regulatory standards, such as those about data protection
and procurement, guaranteeing that the technology is used in the public and private
sectors ethically. These actions show a dedication to professional integrity, legal
compliance, and public safety throughout the development process.

5.4 Brief Summary

The blockchain-based e-tendering system is anticipated to revolutionize the pro-
curement environment by improving the efficiency, security, and transparency of
the tendering process. One of the main results is the establishment of a transparent
environment that minimizes the likelihood of fraud and corruption by providing
real-time information about bids and tender documents to all parties involved.
More companies are expected to participate in the tendering process as a result of
the increased participant trust brought about by this transparency.

Through the combination of blockchain technology and advanced encryption
techniques, the project seeks to enhance sensitive data security in addition to trans-
parency. This will safeguard the integrity of the procurement process by preventing
illegal access and data manipulation. It is anticipated that the implementation of
smart contracts would automate several steps in the tendering process, resulting in
a major decrease in the time and expense involved in procurement. Organizations
will be able to more efficiently allocate resources due to this efficiency, which will
ultimately speed up project durations.

The system’s goal is to encourage fair competition by giving all bidders equal
access to opportunities and information. This will improve bid quality overall and
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result in greater value for projects in the public and private sectors. Additionally,
the project will guarantee adherence to national and international legal standards
for data privacy and procurement, upholding the validity of the bidding proce-
dure and safeguarding the rights of stakeholders. Another important result of
the system is environmental sustainability, as it is anticipated to decrease paper
use and encourage environmentally friendly procurement methods. The initiative
will support environmental conservation efforts by making it possible to track and
verify sustainable supply chain activities.

The blockchain-based e-tendering system’s overall goal is to involve a range of
stakeholders in its creation and application, including corporations, government
agencies, and the general public. This interaction will foster confidence and guaran-
tee that the system satisfies the various needs of every user. In the end, this initiative
is anticipated to produce a more reliable, effective, and sustainable procurement
environment, which will benefit all parties financially in the long run.

5.5 Future works

To expand the blockchain-based e-tendering system’s functionality and encourage
broader use, several areas for further research have been highlighted. Research
will be conducted to optimize the system’s performance to handle a higher volume
of transactions, guaranteeing efficiency even in high-demand situations. Scala-
bility enhancements will be a major focus. Integration with current procurement
databases and systems is another crucial area. It would be essential to provide
smooth integration techniques so that the platform can integrate smoothly with
traditional systems and be widely used in various industries.

Furthermore, by identifying irregularities, anticipating hazards, and enhancing
the system’s intelligence, the integration of AI and advanced analytics could signifi-
cantly improve the bid review procedure. To make the system more user-friendly
and accessible to users with various levels of technical expertise, extra work is also
required to enhance the user interface and experience.

54



Improvements in regulatory and compliance are also essential since the system’s
legal integrity and broad acceptance will depend on continued legal framework
research and conformity to international standards. Lastly, there’s a chance to
investigate sustainable blockchain solutions. Research into alternate consensus
methods or energy-efficient blockchain technologies may be able to lessen the
system’s negative environmental effects and bring it into line with international
sustainability objectives. These future developments are intended to improve the
system’s usability, scalability, and sustainability over the long run.
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Appendices (Optional)

Website Code

Frontend Code (Admin) :

adminlogin.ejs 1

Frontend Code (Admin) :

adminlogin.ejs 2
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Createtender.ejs 1

Createtender.ejs 2
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Dashboard.ejs

ViewActiveTender.ejs
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ViewAllBids.ejs 1

ViewAllBids.ejs 2
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ViewAllBids.ejs 3

ViewAllBids.ejs 4
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ViewWinnerAndBidAmount.ejs 1

ViewWinnerAndBidAmount.ejs 2
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Frontend Code (Bidder) :

Signup.ejs

64



login.ejs

Dashboard.ejs
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ViewActiveTender.ejs

SubmitBid.ejs 1
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SubmitBid.ejs 2

ViewAllBids.ejs 1
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ViewAllBids.ejs 2

ViewAllBids.ejs 3
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ViewWinnerAndBidAmount.ejs 1

ViewWinnerAndBidAmount.ejs 2
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404.ejs

Routes Code :

AdminRoutes.js
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BidderRoutes.js 1

BidderRoutes.js 2
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Controllers Code :

AdminController.js 1

AdminController.js 2
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BidderController.js 1

BidderController.js 2

73



BidderController.js 3

Middlewares Code :

Auth.js
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Upload.js

Web3.js :

Web3.js
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Database.js :

Database.js

Models Code :

Admin.js
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Bidder.js

Tender.js 1
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Tender.js 2

Bid.js
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Smart Contract Code (TenderContract.sol) :

TenderContract 1

TenderContract 2
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TenderContract 3

TenderContract 4
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Encryption and Hashing Code :

Encrypt.js 1
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Encrypt.js 2

Encrypt.js 3
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Server Code :

Server 1
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Server 2

Server 3
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Testing Server :

Encryption.ejs 1

Encryption.ejs 2
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Servers.js

Servers.js 1
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Servers.js 2
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Servers.js 3
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Servers.js 4
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Servers.js 5

Servers.js 6
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