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Abstract

This is a BlockChain based application that helps to track every step of a product’s life cycle, from
is its production to its end destination the consumer. This BlockChain data will be publicly
available so anyone can validate the legitimacy of a product. A fake product won’t have any data
in this BlockChain so we can easily determine if it’s worth buying or not. This system uses SHA-
256 Algorithm to generate a hash that contains all the information of the product and the previous
blocks hash. Thislink of blocks creates a chain of blocks that isimmutable and easily accessible.
This system also has authentication system to allow authorized personal to add data to the block.
Everyone will have access to view data on the blockchain to seeits origination and it can easily be
determined if the product is from a secure source or not. This transparency in the Supply-Chain
management system will ensure customer satisfaction and easily help companies identify

counterfeit products.
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INTRODUCTION

Every day billions of dollars worth of products are being sold. Most of the time we get the right
product but sometimes we get scammed online and have to alot of money for a counterfeit or bad
quality product. So how we really solve this? Do we just take the companies word that it’s a good
product and it was made in Europe instead of China? This is where Blockchains helps. Thisis a
chain of networks where registered companies can add their product’s manufacturing location,
Batch number, production date, where it will be stored when it was shipped to the retail store ETC.
Fundamentally it’s a more transparent Supply-chain management tool that is shared by everyone
and validated by everyone connected to the network. To understand blockchains first we have to
get an idea about Markel tree. Markel tree is a data structure format that uses agorithms to link
data sets together and make them a chain that can be validated by a system. Bitcoin and Ethereum
is mostly known to use this technology. Distributing these data over thousands or millions of
devices ensure that the network is secure and safe. Everyone will access to the ledger after
synching with the network and authorized personal can add data to the network if they wish to.
These datawill be created as blocks and will aso contain the hash of previous block. So in theory
the last block added to the chain contains all the information of the previous blocks that can’t be
decoded. We are taking this concept and applying it to supply chain management system where
the data can be transparent and can be validated by each customer using the network. The most
important thing about this system it is managed by everyone so thereisno singular governing body

to manipulate the data.



Review of Literature

Objectives:

e To create aBlockchain network to store product data
e To provide needed information about the products to everyone connected to the network
e Validate the datain the network by ensuring that it isimmutable

e User-friendly interface to make blockchains more understandable to the general public

Project Scope:

E-commerce infrastructure has been doing amajor part in the last year alone because of covid-19.
People have to order everything from daily necessities to even Eid dressed online. So, this whole
system should be well maintained by a reliable entity. BlockChain can make things easier for
customers and sellers. In the vast magjority of cases, today's supply chains run at scale without the
use of blockchain technology. Nonetheless, the technology has caught the interest of the IT and
supply-chain industries. It's al'so sparked plenty of publications and encouraged big IT companies
and startups to launch potential trial initiatives.

This system contains a huge database of products made by many different producers. The users
will use this system to validate and handle transactions easily.

Methodology

Requirement Gathering and analysis: A JavaScript library name Berypy was used for

the hashing function, express library was used for routing, and node JS for the backend part of the
project. Basic HTML/CSS was used for the frontend and a library named passport used for

authentication.



Svstem Design: This phase examines the requirements specifications from the previous phase

and prepares the system design. System design aids in designing overall system architecture as
well as describing hardware and system requirements. The created blocks were linked to each
other by their hashes. The Merkle tree/ hash tree formation made the whole system work and
unique. After a user entered the product description it was permanently engraved into the

blockchain network and anyone could view it contains.

Implementation: Thesystemisinitially constructed in asimple program, then devel oped and

tested, using inputs from the system design.

Testers: Inorder to obtain apreciselist of the features and servicesthat must reply in accordance

with the specifications and diagrams presented, few products were added to the system to check
if the system worked properly. after adding them we can validate their hashes by their hashing
their product data and time stamp.

Justification of Methodology: Every software developed is different and requires a

suitable SDLC approach to be followed based on the internal and external factors Appropriate are:

Requirements are Clear and well defined

e Technology is continuously improving and stable

e Theproject isvery complex to implement but use cases are very high
e Simple Ul with acomplex backend makes this work.

e Blocksareimmutable and everlasting in the blockchain.



Diagrams

Flow Chart Diagram
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Thisisadiagram showing how ablock is created in a factory system administrator
then flagged for shipping. Then those blocks are ready to ship to warehouse and
after that to retail store.



"-Prnduct_ BlockChain

Hash

Timestamp

Class Diagram

This system only has one class. That the blockchain class containing block
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The relation of the blocks are 1:2. Every block is connected to the previous block

and the next block its linked to. Expect the genesis block that has no previous

block and hash of 0.
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Use Case Diagram
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This diagram shows the use case of the system. How the blocks are created in a
secure place and follows a products life cycle. And the end user can easily view
these information’s via a dash-board in web.
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Gannt Chart
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This diagram shows the timeline of the project. It took almost 3 months to develop the whole
project. There was alot of backend work for the network than front end Ul for the users.

ANALY3 S DESGN, AND DEVELOPMENT

System Study: Thestudy was carried out to create adecentralized network where authorized

personals can add product data as blocks in the system. Every single block is unique and linked to
its closest block via Hash. This makes the blockchain immutable after entering some data and it

can be validated easily.

System Analysis: During the system study phase, requirements of what kind of hashing

algorithm will be used were determined. Also, alogin system and web interface were needed for

the front end of the system.

Desi gn: The outcome of the project will be a web-based system where we used the SHA-256

algorithm to generate hash and link blocks with each other. After entering product data, it is
shipped to awarehouse where it can be flagged as delivered or damaged. The warehouse manager

can verify the integrity of the product and send it to aretail store where it can be sold to the end

13



consumer. The end-user can easily search for the hash in the block-explorer and see the digital

signature left by the product to validate its authenticity.

ADMINS AND OTHER USERS: only admins can add data to the block and these admins will be

authorized retailers and producers of goods. They can help maintain the blockchain but won’t be
able to change any of the added data. Anyone can see products in the blockchain by searching
their hash. Thiswill show them alot of information about that particular product like when it
was produced, batch number, Manufacture location ETC.

BLOCK CREATION PAGE

ProductName

Description

Manufacture location

Batch Number

Submit

Thisis the page where the admin enters the block data and then system generated a
hash with that data plus the previous blocks hash.
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WAREHOUSE MANAGEMENT PAGE
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Thisinterface is for the warehouse management team to evaluate the condition of
the product then ship it to which retail sore they like

ONLINE STORE PAGE

Online Store
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Thisis online store page where the consumer can search for their desired products and see the
hash number and search it for in the dash-board to evaluate its legitimacy
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Feasibility Study

To choose the optimal system that satisfies performance criteria, afeasibility study is conducted.
Thefeasibility study's main purposeisto determine whether creating the product isfinancially and
technically feasible. The goal of afeasibility study is to establish whether the problem is worth
solving rather than solving it. It isthe most crucial and fundamental aspect of the situation.

The feasibility study concentrated on the following areas:

e Technical feasibility
e Economic feasibility

e Operational feasibility

TECHNICAL FEASIBILITY: The technical aspects of making a blockchain network is realy

complicated. We need good hardware to generate the hash for every single block. And large
storage is needed to maintain all the network if there are alot of products. A good number of users
need to participate in this network to maintain it 24/7. Everyone is required to have an active
internet connection all the time to keep the ledger up to date. To make the search quarries faster a
traditional SQL database is heeded.

Economic feasibility: Thecost of software devel opment is compared to thefinal revenues

or advantages from the established system in an economic feasibility analysis. To create a
blockchain-based supply chain management system there needs to a collaboration between a lot
of manufacturers. Also, a few authorized personals need to evaluated to enter data into the
blockchain. The startup cost will be high for this project but in the long run, it will create a
foundation that will revolutionize the whole e-commerce platform and customer-consumer
relation.
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Operational Feasibility: ThisBlockchain-based supply chain management system will

solve a lot of issues that we currently have. Like shipment tracking, fake goods can easily be
identified, companies selling low-quality goods can be held accountable for their actions, and

many more.

Conclusion

A Sustainabl e blockchain-based transparent supply chain management system isimperativein the
current world. This kind of technology with revolutionize current e-commerce platforms. People
will have more trust in the companies and companies can track their products easily after
manufacturing them. Companieslike Walmart, IBM are spending millions of dollars every year to
make a system like this on a large scale. Traceability of every single product from daily ~ to
computer hardware needs to be transparent. These minor and major factors increased executive
and customer demand for information, changes are already taking place. Furthermore, bolstering
traceability providesvalue by reducing the high expenses of quality issueslikerecalls, reputational
damage, and revenue loss from black or grey market items. Simplifying a complex supply chain
opens up new options for revenue generation. In contrast, the parties in most supply chains are
well-known and dependable. Furthermore, the supply-chain world isunlikely to adopt open access
sinceits users do not want to divulge private information, such as demand, capacity, orders, prices,
and margins, to unknown parties at all pointsin thevalue chain. Asaresult, the most of the supply-
chain blockchainswill need to be open with access controlled. In theory, this System allows public
or private verification of each block. However, it is unlikely that we will ever see public
verification of proposed blocks in the supply-chain world when al the parties are known.
Currently, billions of transactions and data are being sent in real time throughout severa supply
chains. Many supply chains have challenges with data that is compartmentalized, disparately
structured, difficult to access, or difficult to view or analyze in the context of big data since the
systems aren't flawless. Nonetheless, well-managed central databases with effective data

management, as well as supply-chain visualization, are essential.
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