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Student Details 

 

Name  Mashrib Mazumder 

ID  172012022 

Department  Media Studies and Journalism 

Major Concentration      Digital Journalism 

Minor Concentration  English 

Career Objectives  I am Mashrib Mazumder, major in digital 

journalism with a strong focus on 

research, storytelling, and media 

innovation. My work explores themes of 

education, justice, misinformation, 

culture, and digital literacy, combining 

traditional reporting skills with modern 

tools like data visualization, mobile 

journalism, and investigative methods. 

 

As an aspiring researcher and fact-

checking specialist, I aim to use 

journalism not only as a way to inform 

but also as a way to create awareness, 

preserve stories, and inspire positive 

change. Through my projects, I have 

developed skills in media analysis, visual 

storytelling, and audience engagement, 

while staying committed to truth, ethics, 

and social responsibility. 
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Internship Details 
 

Host Organization  
688 Beribadh Road 

Mohammadpur 

Dhaka - 1207, Bangladesh 

My Working Session  Research and Fact-Checking 

Supervisor  Shuvashis Dip, Assistant Editor 

Designation  Intern 

Start Date  May 15th, 2025 

End Date  August 15th, 2025 

Hours Per Week  Around 35 hrs 

Total Working Period  16 Weeks 
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PLAGIARISM DECLARATION  

1. I know that plagiarism means taking and using the ideas, writings, works or inventions of 

another as if they were one’s own. I know that plagiarism not only includes verbatim  

copying, but also the extensive use of another person’s ideas without proper  

acknowledgement (which includes the proper use of quotation marks). I know that  

plagiarism covers this sort of use of material found in textual sources and from the Internet.  

2. I acknowledge and understand that plagiarism is wrong.  

3. I understand that my research must be accurately referenced.  

4. This assignment is my own work, or my group’s own unique group assignment. I  

acknowledge that copying someone else’s assignment, or part of it, is wrong, and that  

submitting identical work to others constitutes a form of plagiarism.  

5. I have not allowed, nor will I in the future allow, anyone to copy my work with the intention 

of passing it off as their own work.  

Name: Mashrib Mazumder 

ULAB ID: 172012022 

Signature __  _  
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                                                                                                                  MSJ043                                                                                                                                                     
 

SELF-ASSESSMENT FORM 

 

The purpose of this survey is to obtain students input on how they think they have performed.  

 

Name of Intern: __Mashrib Mazumder__________ 

 

University ID: __172012022___________  

 

Name of the Institute/Organization: Center for Critical Qualitative Studies (CQS) 

Corporate Office Address: House No 84, Nanda Kanan, Road 7/A, Dhanmondi - 1209 

Email: cqs@ulab.edu.bd Web: www.cqs.ulab.edu.bd/ 

 

1. During a typical week, approximately how many hours did you dedicate to your internship?  

35 Hours/ Week 

 

2. Was your internship paid? If yes, how much?  

5,000/= 

 

3. Was your site supervisor available to meet when needed? Tick any one of the following.  

 

☐Not at all  ☐Slightly ☐Moderately  ☐Quite a bit  ☐A great deal  

 

4. Next, we would like to know how you were affected by your internship. Using the scale below, please 

indicate the degree to which participation in your internship experience increased or strengthened your 

abilities, attitudes, awareness or understanding in each of the areas identified:  

 

1=Not at all  2=Slightly 3=Moderately  4=Quite a bit  5=A great deal  

 

NO CRITERIA (Personal) RATING 

1 I have a sense of satisfaction in doing something worthwhile.  5 

2 I believe in my ability to make a difference.  4 

3 I am open to new experiences.  5 

4 I have gained the capacity to be more productive.  4 

5 I can recognize my personal strengths.  5 

6 I can recognize my personal weaknesses.  4 

7 I have a sense of personal achievement.  4 

8 I have the ability to persevere in difficult tasks  5 

NO CRITERIA (Social/Interpersonal Impact)  

9  I demonstrate concern for the welfare of others  5 

10 I can be understanding and appreciative of people with diverse backgrounds 5 

11 I have the ability to work cooperatively with others  5 

12 I have the ability to communicate effectively  5 

MSJ 043 (00) Pages 1 of 2 
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13 I have increased my ability to be a leader  4 

14  I feel more connected to my community  5 

NO CRITERIA (Academic learning impact)   

15 I have acquired knowledge from the job duties I performed  5 

16 I have broadened my critical thinking skills (reasoning, problem solving) 5 

17 I have learnt the ability to work independently  5 

18 I feel my classroom learning was enriched  5 

19 I have the ability to connect academic subject matter to the real world.  5 

NO CRITERIA (EMPLOYMENT/JOB SPECIFIC IMPACT)  

20 I developed specialised technical skills for a specific job function  4 

21 I broadened my future employment possibilities  5 

22 I received an opportunity to explore a specific career  5 

23 I developed realistic ideas about the work world  5 

24 I narrowed my future possible career choices.  5 

25 What is your average score from this test?  110 

 

 

5. General Comments  

I used to think research was something only elite students pursued, but that changed when I began my 

internship at CQS. Thanks to my prior research experience and genuine interest, I got involved in a project 

from day one. This research is supervised by an assistant professor from the University of Maryland. Along 

the way, I faced a few dead ends, but with guidance from both my organizational supervisor and research 

supervisor, I was able to navigate through them. Now, I’m planning to build a career in research, as I believe 

I can contribute to new knowledge and explore fresh ideas. 

 

 
___________________________ 

Signature of Intern 
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Introduction  

 

During my internship at CQS, I had the opportunity to engage in research projects that explored 

critical issues at the intersection of media, technology, and society. My work primarily involved three 

major data collection initiatives: fact-checking articles on misinformation using AI, analyzing AI-

generated deepfakes circulating on social media, and examining gender-based misinformation. In each 

of these projects, I was extensively involved in collecting and categorizing data, often working 

independently to ensure a comprehensive and reliable dataset. Alongside data collection, I conducted 

literature reviews to identify relevant academic works that aligned with our research focus and 

contributed to designing research frameworks informed by prior studies. I also carried out pilot testing 

to assess the validity and effectiveness of these frameworks before full-scale implementation. 

To ensure accuracy and consistency, our team adopted an odd-number cross-reviewer method, where 

categorizations were cleaned, verified, and reviewed collaboratively. This process provided me with 

valuable insight into how large-scale datasets are curated and validated for research purposes. 

Beyond research, I actively participated in workshops both within CQS and at partner institutions 

such as BUP and ULAB. I was often responsible for preparing presentation slides and assisting my 

supervisor during these sessions. I also contributed to a TGI-led workshop, where I supported students 

in using digital tools and provided logistical assistance to the invited speakers. 

This internship offered me hands-on experience in the practical dimensions of research, data 

management, and knowledge-sharing. It not only strengthened my technical and analytical skills but 

also deepened my understanding of how collaborative academic research can address pressing 

challenges such as misinformation, AI ethics, and digital literacy in today’s media landscape. 
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Expectations/Objectives 

 

The primary goal of my internship at CQS was to gain practical research experience and apply my 

academic training in a professional setting focused on misinformation, AI, and digital literacy. I 

expected to deepen my understanding of how data-driven research is conducted, strengthen my ability 

to design and test research frameworks, and contribute meaningfully to projects addressing critical 

issues such as fact-checking, deepfakes, and gender-based misinformation. I also sought to enhance 

my skills in literature review, data categorization, and cross-verification methods, while developing 

greater confidence in presenting and assisting during academic workshops. 

Through this internship, I aimed not only to improve my technical and analytical abilities but also to 

experience the collaborative nature of professional research, where teamwork, critical thinking, and 

communication are essential. I was eager to learn how academic research can be translated into 

practical solutions for combating misinformation and to gain insight into the organizational structure 

of a research institute like CQS. 

● Understand the research process at CQS, including data collection, categorization, and 

validation. 

 

● Conduct literature reviews and contribute to designing research frameworks based on 

previous studies. 

 

● Gain hands-on experience in pilot testing and applying verification methods such as cross-

reviewer categorization. 

 

● Assist in workshops by preparing materials, supporting supervisors, and engaging with 

participants. 

 

● Strengthen research, analytical, teamwork, and communication skills through practical 

involvement in ongoing projects. 

 

● Explore the applications of AI in fact-checking, misinformation detection, and digital literacy 

research 
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Host Organization 

The Center for Critical and Qualitative Studies (CQS) is a leading research center under the 

University of Liberal Arts Bangladesh (ULAB), dedicated to advancing interdisciplinary research and 

fostering a culture of critical inquiry. Since its inception, CQS has positioned itself as a hub for 

innovative scholarship, with a particular emphasis on media studies, communication, cultural analysis, 

and the social sciences. The center promotes rigorous academic research while bridging the gap 

between theoretical knowledge and real-world application, especially in areas that shape 

contemporary society. 

CQS is well-recognized for its focus on qualitative methodologies, critical theory, and interpretive 

approaches, which allow for nuanced understanding of complex social phenomena. Its projects often 

explore issues such as misinformation, media literacy, artificial intelligence in communication, gender 

representation, migration, and cultural transformations in South Asia and beyond. By creating 

collaborative platforms that connect faculty members, students, and external researchers, CQS 

actively encourages knowledge-sharing, critical debate, and interdisciplinary exploration. 

In addition to research, CQS is committed to building academic capacity through workshops, 

seminars, conferences, and publications. These initiatives are designed to train the next generation of 

scholars in both theoretical and applied aspects of research. The center regularly organizes 

collaborative events with local and international institutions, bringing together academics, 

practitioners, and students to discuss pressing global and regional challenges. Its work has contributed 

to building stronger linkages between academia and society, ensuring that research outcomes are not 

only academically robust but also socially impactful. 

CQS also plays a key role in mentorship and training, offering opportunities for students to participate 

in ongoing projects, engage in data collection and analysis, and gain exposure to professional research 

practices. By involving young scholars in areas such as fact-checking, digital literacy, and the study of 

AI-generated content, the center ensures that research remains contemporary, relevant, and responsive 

to emerging global trends. 

As part of ULAB’s broader vision of providing world-class liberal arts education, CQS contributes 

significantly to the university’s reputation as a space for critical thinking, creativity, and social 

responsibility. Its dedication to qualitative and critical research reflects ULAB’s commitment to 

nurturing informed citizens and researchers who can engage meaningfully with the challenges of the 

21st century. 
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Company Organogram    
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Workplace Environment 
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Key Tasks During the Internship 

Task 1: Data Collection and Categorization 

● Conduct extensive data collection on three major areas: fact-checking articles on misinformation 

using AI, AI-generated deepfakes on social media, and gender-based misinformation. 

 

● Single-handedly categorize and organize datasets to ensure structure and usability. 

 

● Perform pilot testing of research frameworks to evaluate effectiveness and refine approaches. 

 

Task 2: Literature Review and Framework Design 

● Conduct literature reviews to identify relevant theories and prior studies that align with ongoing 

research. 

 

● Assist in designing research frameworks grounded in previous scholarship. 

 

● Support the validation of datasets through an odd-number cross-reviewer method to ensure 

accuracy, consistency, and reliability. 

 

Task 3: Workshop Participation and Support 

● Participate in internal workshops at CQS and external sessions at BUP and ULAB. 

 

● Prepare presentation slides and provide assistance to supervisors during academic workshops. 

 

● Contribute to a TGI-led workshop by helping students navigate digital tools and supporting guest 

speakers in delivering their sessions. 
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Project 1 

Project Name: Hyper-realistic Deepfake Contents in Social Media 

Start Date: 15th May 2025 

End Date: To be Continued  

Project Overview:  

This project investigates the rise of AI-generated misinformation and deepfake content, with a special focus 

on Facebook as a platform where manipulated media circulates widely. The research aims to understand how 

deepfakes are created, shared, fact-checked, and received by audiences. By building a dataset of over 1,000 

deepfake items (600+ videos with ~340 million views) and cross-referencing these with fact-checking reports, 

the study identifies gaps in detection, debunking, and narrative framing of misinformation.  

My Tasks and Responsibilities:  

In this project, my main responsibilities included compiling and analyzing a dataset of over 1,000 deepfake 

items, categorizing them by technique and narrative, and cross-checking them with fact-checking reports to 

identify coverage gaps. I examined selected cases to study audience responses and engagement patterns. 

Additionally, I contributed to designing survey and interview tools and conducted a literature review to frame 

the study within global research on misinformation and fact-checking practices.  
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My Data Collection of 1000 Deepfake Items from Social Media :  

 

Dataset Development & Analysis 

● Compiled a dataset of 1,028 deepfake items, categorized by technique (face-

swapping, lip-syncing, puppet motion, edited renderings, manipulated reality) and 

narrative (satirical parody, fake political statements, propaganda, misleading 

content). 

 

● Cross-checked against 109 fact-checking reports to identify coverage gaps and 

reasons why viral posts often remain unverified. 

 

● Conducted in-depth analysis of 30 selected cases, focusing on audience 

engagement and discourse in comment sections. 

Literature Review & Theoretical Framing 

● Conducted a structured review of scholarly and industry literature on 

deepfakes, misinformation, and fact-checking practices across multiple countries. 

Documentation & Knowledge Contribution 

● Synthesized findings into project documentation highlighting observed patterns, 

research gaps, and theoretical contributions. 

 

● Identified emerging global patterns of AI misinformation and fact-checking, 

connecting Bangladesh’s context with international debates on deepfakes and 

media literacy. 
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Dataset : Hyper-realistic Deepfake Contents in Social Media 
 

 

 

 

 

 

 

 

 

 

Findings: 

This project investigates the role of deepfakes as a dominant form of political commentary in Bangladesh’s 

digital ecosystem, with a particular focus on their circulation, emotional impact, and narrative framing. The 

analysis of 1,028 AI-generated contents, including 600 videos with nearly 340 million collective views, 

demonstrates that deepfakes have become central to shaping political discourse online. These videos are not 

merely entertainment; rather, they function as tools of persuasion, satire, and disinformation, targeting both 

leaders and activists in ways that amplify existing political divides. 

 A key finding is that the majority of analyzed deepfakes fall under the category of political satire, designed to 

provoke strong emotional reactions such as humor, mockery, fear, and nationalism. This pattern intensified 

after August 5th, when Sheikh Hasina was first depicted as a deepfake character. The introduction of her 

likeness marked a turning point, triggering unprecedented public curiosity, virality, and demand for such 

content. Sheikh Hasina remains the most frequently featured figure, often shown through highly realistic AI-

generated visuals. These portrayals revolve around post-resignation narratives, loss of political control, and 

derisive mockery, resulting in massive audience engagement through views, comments, and shares. 

Beyond Hasina, Narendra Modi frequently appears in deepfakes with an anti-Indian stance, employing 

provocative tones that stir nationalistic sentiment within Bangladeshi audiences. Meanwhile, Dr. Muhammad 

Yunus is targeted in content circulated by pro-Hasina networks, where he is framed as incompetent in relation 

to the interim government—acting as a counter-narrative to pro-opposition discourse. Furthermore, female 

activists and celebrities, such as Farzana Sithi and Umama from the July protests, are recurrent subjects of 

gender-targeted deepfakes. These often use face- or body-swap technologies to ridicule or discredit their 

activism, underscoring a disturbing trend of digitally gendered political violence. 

Despite the scale of this phenomenon, only 120 items out of 1,028 were fact-checked by third-party 

organizations such as Rumor Scanner, Boom Bangladesh, and Fact-Watch. This indicates a major gap in 

verification, as most viral or emotionally charged posts remain unchallenged. The majority of deepfakes 

originate from Facebook pages, while individual profiles contribute relatively little, suggesting that organized 

networks, rather than lone actors, play a larger role in their distribution. 

The findings highlight both the manipulative intent and psycho-social consequences of these contents. 

Political satire, when delivered through synthetic media, can desensitize audiences to the seriousness of 

political leadership, normalize misinformation, and pave the way for more harmful uses such as fake 

speeches, altered evidence, and character assassinations disguised as humor. The study also identifies a 

troubling feedback loop between AI-generated content and platform algorithms: during data collection, 

https://docs.google.com/spreadsheets/d/1JcMb80_b4LC_rZrys0hRjdJ7A-itoXowRxm0RAqRfX0/edit?gid=0#gid=0
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repeated interactions caused Facebook’s algorithm to amplify and recommend more political satire deepfakes, 

reinforcing exposure and creating a cycle that sustains their visibility and influence. 

Finally, while current deepfake tools still display imperfections such as audio mismatches and visual 

anomalies, the technology is rapidly advancing. Newer models (2025+) show greater accuracy in lip-syncing, 

emotional tone, and high-resolution rendering. This increasing realism enhances the persuasive power of 

deepfakes and strengthens their role as instruments of political propaganda
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Limitations and How I Overcame Them 

● Uncertainty in Categorization Framework 

 

Limitation: At the start of data collection, the category framework for classifying deepfakes 

was still undecided. This created ambiguity in how to systematically organize and analyze the 

dataset. 

 

○ Overcome: We began with an initial framework based on our team’s understanding and 

ongoing observations. As the literature review progressed in parallel, we refined and finalized 

a robust categorization framework that was grounded in published academic research. 

 

● Simultaneous Data Collection and Literature Review 

 

○ Limitation: Data collection had already started before a fully validated framework was in 

place, which risked inconsistency in classification and analysis. 

 

○ Overcome: By conducting the literature review alongside data collection, we continuously 

updated and adjusted the framework. This ensured that the dataset was eventually aligned 

with theoretically sound categories supported by established studies. 

 

● Need for Validation of Framework 

 

○ Limitation: The initial framework was not formally tested, raising concerns about reliability 

and applicability across different types of content. 

 

○ Overcome: A pilot test of the framework was carried out under the supervision of my project 

supervisor, which confirmed its effectiveness. The dataset was then refined accordingly, 

making it functional and consistent with frameworks published in peer-reviewed literature.
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Project 2 

Project Name: Understanding Deepfake Misinformation and Fact-Checking in Social Media 

Start Date: May 20, 2025 

End Date: Jul 31, 2025 

Project Overview:  

This project focused on a dataset to analyze misinformation and synthetic media generated 

through artificial intelligence. The primary aim was to identify, categorize, and assess 

deepfakes and manipulated content circulating on Bangladeshi social media platforms. Using 

fact-checking sources such as Fact-Watch, Rumor-scanner, Boom-Bangladesh, Dissmilab, I 

collected and organized articles, posts, and multimedia content that exhibited signs of AI-

driven manipulation. The dataset captured details including post text, engagement metrics 

(reactions, comments, shares, and views), and page/group origins, along with classification of 

manipulation techniques, influence types, and debunking methods. 

My Tasks and Responsibilities:  

In this project, I was primarily responsible for collecting and categorizing posts related to AI-

generated misinformation, including deepfakes and manipulated content. I conducted 

literature reviews to identify relevant theories and frameworks, and helped in designing 

survey questions for fact-checkers and content sharers. I also carried out two pilot tests of the 

framework, analyzed challenges in classification, and contributed to refining the model by 

integrating additional variables from global studies. To ensure dataset accuracy, I participated 

in the three cross-reviewer validation process, which improved the reliability and consistency 

of our categorizations. 

 

 

Data Collection: Posts were collected between August 2024 and 31 July 2025, 

focusing on AI-generated misinformation and manipulated content. These posts were 

systematically catalogued to trace patterns of dissemination and audience engagement. 

 

Fact-Checking Cross-Reference: Posts containing fact-checking articles were 

identified and marked, enabling a comparison between misinformation flows and the 

corrective efforts made by fact-checking organizations. 

 

Literature Review: Relevant scholarly and industry literature with similar 

categorization methods was reviewed, ensuring that the project’s framework is aligned 

with international standards and comparable studies. 

 

Framework Development: Based on the literature, survey questions were developed 

for fact-checkers as well as individuals who engage in sharing misinformation online. 

 

Pilot Testing: Two pilot tests of the framework were conducted. 

 

The first pilot revealed that some posts required modifications within the framework 
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due to the dual nature of AI-generated misinformation, which is both manipulative and 

misleading. 

 

To address this, we incorporated insights from other studies that directly examine this 

complexity. 

 

Key Concepts Identified: 

 

AI Deception – creates false beliefs. 

 

AI Manipulation – aims to influence attitudes, emotions, or decisions. 

 

Framework Integration: Another misinformation framework outlining eight distinct 

variables was reviewed. We merged its structure with our own, adding extra elements 

such as engagement metrics and narrative framing to strengthen analytical depth. 

 

Cross-Reviewer Validation: To improve reliability and consistency, a three cross-reviewer 

method was implemented. This ensures cleaner categorization, minimizes individual bias, and 

provides a more robust dataset.
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Dataset : Understanding Deepfake Misinformation and Fact-Checking in Social Media 

  

https://docs.google.com/spreadsheets/d/1sso9Ks3_Y2Pj-ygwAIn92WWVyn0A4TvsGmCLEEN9d7M/edit?gid=0#gid=0
https://docs.google.com/spreadsheets/d/1sso9Ks3_Y2Pj-ygwAIn92WWVyn0A4TvsGmCLEEN9d7M/edit?gid=0#gid=0
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Pilot Testing:  

 

Version 1:  

 

 
 

 

 

Version 2 : 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://docs.google.com/spreadsheets/d/1pjYp9jL8_i6C-4rmKy9rBts-Z-8yPCz6ceIXA71mdU0/edit?gid=0#gid=0
https://docs.google.com/spreadsheets/d/1kzX9bT6a9CSXrlzJLBmKxARhxrT3CLezB9aEhNOtwmY/edit?gid=0#gid=0
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Narrative Description: 
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Proposed Frame Work: 
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Research Questions from previous research 

 

RQ1. What dangers do fact-checkers identify in connection with deepfakes for (1) journalism and (2) news 

audiences? 

 

RQ2. To what extent do fact-checkers adapt their work routines to deepfakes in terms of (1) detection 

techniques, and (2) countermeasures? 

 

_____________________________________________ 

 

RQ1. What are the key trends in the creation and dissemination of AI-generated misinformation, including 

topics, origins, targets, intentions, elements, and generative models in Brazil, Germany, and the UK? 

 

RQ2. What detection methods and debunking strategies are employed by fact-checkers, and what additional 

insights do they provide for countering AI-generated misinformation in Brazil, Germany, and the UK? 

 

RQ3. How do fact-checkers assess the ongoing spread of AI-generated misinformation, and how do they 

address the challenges it poses? 

 

—---------------------- 

 

RQ1 

What is the frequency of debunking compared to fact-checking articles during the Brazilian election run-off 

period? 

Due to the influence of the 3PFC program, Brazil’s low resilience to online disinformation, and its high social 

media use, the quantity of debunking articles may surpass the number of fact-checking articles. 

RQ2 

Which actors did Brazilian fact-checkers monitor during the electoral run-off period? 

Despite their commitment to the norm of balance, we assume that fact-checkers will focus more on far-right 

political agents since they are more likely to use disinformation as a political communication strategy. 

Bearing in mind that fact-checkers’ performance is built upon traditional journalistic values, such as 

prominence (of disinformation agents and targets), we also ask: 

RQ3 

Who are the victims of disinformation, that is, the target actors portrayed in the verification articles? 

Considering the strategic use of disinformation by Jair Bolsonaro’s 2018 campaign, we expect that fact-

checkers will focus on verifying a greater number of falsehoods targeting the opposition and the media, who 

are the usual targets of Bolsonaro’s fake news machinery. 

RQ4 

Which social media platforms were primarily monitored during the 2022 Brazilian presidential election? 

Based on the data provided by the 2022 digital news report and Meta 3PFC, fact-checkers will likely 

prioritize Facebook and WhatsApp, the most used social media platforms for news in the country. 

RQ5 

Which topics and types of falsehoods were primarily scrutinized by Brazilian organizations? 

Due to the lack of studies or different research designs regarding fact-checkers' selection of falsehood types, 

especially in the Global South context, we kept RQ5 open. 

 

—------------------------ 

 

RQ1. Are there differences in the behavioral intentions of different groups (e.g., males and females, youth, 

and adults) towards deepfake videos? 

 

Following the findings from RQ1, we also investigate how the audiences’ behavioral tendencies (e.g., 

watching or sharing behavior) might influence the deepfake effects. It might reasonably be assumed that if a 



28 | P a g e  
 

deepfake is not spread or believed by its audience, any negative impact will be small, but this inference 

remains largely unstudied. Therefore, RQ2 is proposed. 

 

RQ2. Are there any direct and/or indirect relations between participants’ behavioral tendencies of watching or 

sharing deepfakes, and the consequences and impacts of deepfakes on the target or society? 

 

RQ3. Do the content and the production quality of deepfakes influence the audience’s behavioral intentions in 

terms of watching and/or sharing deepfakes? 

 

 

—--------------------- 

RQ1: What is the difference in the perceived credibility and believability between factually accurate 

information and disinformation across modalities? 

 

RQ2: What is the difference in the perceived credibility and believability between deepfakes and cheapfakes? 

_____________________ 

 

RQ1. What kinds of fake content are developed by AI around political leaders on TikTok? 

 

RQ2.  How  much  do  deepfakes  change  people’s  beliefs  about  political  leaders,  the  media,  and  various 

institutions? 

 

RQ3. What moral questions come up when deep-fake videos are viral against popular politicians? 

 

__________________________ 

 

RQ1. How social and political conditions make Pakistani society vulnerable to deepfake influence 

 

RQ2. How media consumption habits contribute to the acceptance and spread of manipulated digital content? 

 

RQ3. How social media echo chambers shape public susceptibility to deepfake-driven misinformation.  

_______________ 

 

RQ1: Do new media-literate and non-media-literate people differ in their capacity to identify deepfakes? 

 

RQ2: To what extent does the witnessed exposure of deepfake videos affect the trustworthiness of media-

literate and non-media-literate people in online videos?  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



29 | P a g e  
 

 

Literature Review  

 

 
1. Decent deepfakes? Professional deepfake developers’ ethical considerations and their governance 

potential 

 

What They Categorized How 

Participants By role: open-source, academic, start-up, corporate 

Values Consent, accountability, harm, privacy, transparency 

Governance Themes Design-level, institutional, and policy-level interventions 

Motivations Economic incentives, research culture, moral agency 

 

They conducted a thematic analysis using predefined ethical values (sometimes called a "codebook" 

approach), such as: 

1. Consent 

 

 

2. Accountability 

 

 

3. Transparency 

 

 

4. Harm Prevention 

 

 

5. Privacy 

 

 

6. User autonomy 

 

 

7. Authenticity 

 

 

 

 

 

 

 

 

 

 

 

https://link.springer.com/article/10.1007/s43681-024-00542-2?utm_source=chatgpt.com
https://link.springer.com/article/10.1007/s43681-024-00542-2?utm_source=chatgpt.com
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2. Everyday encounters with deepfakes: young people’s media and information literacy practices with 

AI-generated media 

 

Central theme Category 

Encountering deepfakes Situation 

Platform 

Content 

Responding to deepfakes Casual interaction with deepfakes 

Action on deepfakes 

Understanding deepfakes Content creation 

Impact 

AI techniques 

 

Twenty participants (N = 20) consented to be interviewed and responded to questions following a pre-

prepared interview outline that included five main themes: 

 

 
• AI in everyday apps 

• AI and personalized content 

• AI in finding media content 

• synthetic media/AI-generated content 

• impacts of AI on young people 

 

 

 

The questions asked  
 

 
1. Do you know about media content that is generated using AI? 

2. If so, can you talk about your experiences? 

3. Would you like to show an example (an app or video, etc.)? 

 

 

 

 

 

 

https://www.sciencedirect.com/org/science/article/pii/S0022041825000025?utm_source=chatgpt.com
https://www.sciencedirect.com/org/science/article/pii/S0022041825000025?utm_source=chatgpt.com
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3. Between Realities: Information Sharing Practices of Deepfake Creators 

 

 
4. You Won’t Believe What They Just Said! The Effects of Political Deepfakes Embedded as Vox 

Populi on Social Media 

 

(Dis)information 

Embedding 
Authentic 

Unrelated  
Malinformation  Disinformation 

No embedding (1) Unrelated 

authentic speech, 

no embedding (an 

authentic fragment 

of a political 

speech on the 

country’ s 

progress) 

(2) Decontextualized authentic 

speech, no embedding (the 

message leaves out the context 

of right-wing populist 

statements on immigration that 

were expressed by the political 

actor) 

(3) Disinformation, no 

embedding (the depicted 

political actor is made to 

voice radical rightwing 

hate speech targeted at 

immigrants) 

Endorsed 
 

(4) The authentic message is 

embedded in the social media 

feed of an ordinary citizen who 

approves of the right-wing 

populist statements of the 

political actor (i.e., saying it is 

a strong statement) 

(5) The disinfolmation 

message is embedded in 

the social media feed of an 

ordinary citizen who 

approves of the hate speech 

(i.e., saying it is a strong 

statement) 

Discredited 
 

(6) The authentic message is 

embedded in the social media 

feed of an ordinary citizen who 

disapproves of the right-wing 

populist statements of the 

political actor (i.e., saying it is 

a weak statement) 

(7) The disinfolmation 

message is embedded in 

the social media feed of an 

ordinary citizen who 

disapproves of the hate 

speech (i.e., saying it is a 

weak statement) 

 

 

 

 

 
5. An Average Joe, a Laptop, and a Dream: Assessing the Potency of Homemade Political Deepfakes 

 

 
6. “It’s Up to Me Whether I Do—Or Don’t—Watch Deepfakes”: Deepfakes and Behavioral Intention 

 

 
7. The detection of political deepfakes 

 

 
8. Does trust in government moderate the perception towards deepfakes? Comparative perspectives 

from Asia on the risks of AI and misinformation for democracy 

https://www.researchgate.net/publication/374918178_Between_Realities_Information_Sharing_Practices_of_Deepfake_Creators
https://www.semanticscholar.org/paper/You-Won%E2%80%99t-Believe-What-They-Just-Said!-The-Effects-Hameleers-Meer/c2b0c578dccf3cc298f07c609445f6b5fc8d2f2a
https://www.semanticscholar.org/paper/You-Won%E2%80%99t-Believe-What-They-Just-Said!-The-Effects-Hameleers-Meer/c2b0c578dccf3cc298f07c609445f6b5fc8d2f2a
https://www.connectedpapers.com/main/0ce754d769e6d87f4b283158ede5944af93c4b07/The-public-mental-representations-of-deepfake-technology%3A-An-in%20depth-qualitative-exploration-through-Quora-text-data-analysis/graph
https://www.semanticscholar.org/paper/%E2%80%9CIt%E2%80%99s-Up-to-Me-Whether-I-Do%E2%80%94Or-Don%E2%80%99t%E2%80%94Watch-and-Li-Zhao/f0de360b1a372faf6f9d7a15505b562f1b007654
https://www.semanticscholar.org/paper/The-detection-of-political-deepfakes-Appel-Prietzel/a63a569d24370da33b1433ecb22f404f1d4dec8f
https://www.semanticscholar.org/paper/Does-trust-in-government-moderate-the-perception-on-Neyazi-Nadaf/d905c5ba55c98f516b51b13b462289bc807aa92e
https://www.semanticscholar.org/paper/Does-trust-in-government-moderate-the-perception-on-Neyazi-Nadaf/d905c5ba55c98f516b51b13b462289bc807aa92e
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9. An Ecosystem Approach to Ethical AI and Data Use: Experimental Reflections 

 

 
10. The ethical agency of AI developers 

 

 
11. Ethics in AI through the practitioner's view: a grounded theory literature review 

 

 

 
 

 

 

 

 

 

 

 

https://www.semanticscholar.org/paper/An-Ecosystem-Approach-to-Ethical-AI-and-Data-Use%3A-Findlay-Seah/f322b02a26c0f2cee38573914358adb30afe25a2
https://www.semanticscholar.org/paper/The-ethical-agency-of-AI-developers-Griffin-Green/5fd53d4bdb7ec60e689f5a7c98c507a33d8acdde
https://www.semanticscholar.org/paper/Ethics-in-AI-through-the-practitioner's-view%3A-a-Pant-Hoda/752e1ee49aeb941cbd7616b8c901237a0a5d2a83
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12. Ethics in AI through the Developer's Prism: A Socio-Technical Grounded Theory Literature Review 

and Guidelines 

 

 
13. Ethics in the Age of AI: An Analysis of AI Practitioners’ Awareness and Challenges 

 

 
14. Cheap Versus Deep Manipulation: The Effects of Cheapfakes Versus Deepfakes in a Political Setting 

 

 

 
15. They Would Never Say Anything Like This! Reasons To Doubt Political Deepfakes 

 

 
16. Dealing with deepfakes – an interdisciplinary examination of the state of research and implications 

for communication studies 

 
 For the search, 
the following keywords were applied: 
1) deepfake / deep fake 
2) fake digital content 
3) fake video 
4) deep learning video 
5) video manipulation. 
 

 

https://www.semanticscholar.org/paper/Ethics-in-AI-through-the-Developer's-Prism%3A-A-and-Pant-Hoda/950ed3ee3745d3060c2083d36eca5a491c5d3b91
https://www.semanticscholar.org/paper/Ethics-in-AI-through-the-Developer's-Prism%3A-A-and-Pant-Hoda/950ed3ee3745d3060c2083d36eca5a491c5d3b91
https://www.semanticscholar.org/paper/Ethics-in-the-Age-of-AI%3A-An-Analysis-of-AI-and-Pant-Hoda/5e5fa3fb0e1561ae89af692f6219e645e8fc98e8
https://www.semanticscholar.org/paper/Cheap-Versus-Deep-Manipulation%3A-The-Effects-of-in-a-Hameleers/85d6d278a8978f573278fa8307065ec46beb2c4b
https://www.semanticscholar.org/paper/They-Would-Never-Say-Anything-Like-This!-Reasons-To-Hameleers-Meer/e8f242a47bb3aae19d2288dedc1bb795fdd0e0a4
https://www.semanticscholar.org/paper/Dealing-with-deepfakes-%E2%80%93-an-interdisciplinary-of-of-Godulla-Hoffmann/18cc60579d27582589184f3fbd35a05bbb6bca0f
https://www.semanticscholar.org/paper/Dealing-with-deepfakes-%E2%80%93-an-interdisciplinary-of-of-Godulla-Hoffmann/18cc60579d27582589184f3fbd35a05bbb6bca0f
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17. Human Detection of Political Deepfakes across Transcripts, Audio, and Video 

 

Component Description 

Framework Multimodal perception across content vs. cues; discrimination ability. 

Dataset 32–60 political speeches; real vs. deepfake; TTS & voice-actor audio. 

Experiments 5 pre-registered + large-scale replication; randomized modality and context. 

Measured Outcomes Detection accuracy, confidence, behavioral traces. 

Analysis Tools OLS, t-tests, multiple comparisons, response-time metrics 

 

 
18. How prevalent is AI misinformation? What our studies in India show so far 

 

 
19. The origin of public concerns over AI supercharging misinformation in the 2024 U.S. presidential 

election 

 

 
1. Mixed-Methods Approach 

The study uses a two-phase mixed-methods design: 
 

Survey Experiment (Quantitative) 

 
Conducted via the Lucid platform with a nationally representative U.S. sample (n = 1,545) 

 
Participants were randomly assigned to one of four video conditions: 

 
Real video (unaltered political content) 

 
Cheapfake (manipulated timing/editing) 

 
Deepfake (AI-altered speech/appearance) 

 
No video (text-only control) 

 
Open-ended Text Analysis (Qualitative) 

 
Participants were asked to explain in their own words what concerned them most about AI and 

misinformation after exposure to a video or text. 
 

These responses were then coded thematically using grounded theory-style inductive coding. 

 
2. They build an original typology from participant responses: 

 

https://www.semanticscholar.org/paper/Human-Detection-of-Political-Deepfakes-across-and-Groh-Sankaranarayanan/18efd06c945cc4c25132de2822a303e2f15e16db
https://www.nature.com/articles/d41586-024-01588-2
https://misinforeview.hks.harvard.edu/article/the-origin-of-public-concerns-over-ai-supercharging-misinformation-in-the-2024-u-s-presidential-election/
https://misinforeview.hks.harvard.edu/article/the-origin-of-public-concerns-over-ai-supercharging-misinformation-in-the-2024-u-s-presidential-election/
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Four emergent concern categories: 
 

Authenticity Concerns – fears about fake or misleading AI content 

 
Spread Concerns : how quickly and widely misinformation can propagate 

 
Influence Concerns : effects on voters, especially the uninformed 

 
Accountability Concerns : lack of clarity on who is responsible for AI content 

 

 

 

 
20. Classifying Human-Generated and AI-Generated Election Claims in Social Media 

 

 
21. AI-generated misinformation in the election year 2024: measures of European Union 

 

 
22. AI-Generated Misinformation: A Case Study on Emerging Trends in Fact-Checking Practices Across 

Brazil, Germany, and the United Kingdom 

 
Research Questions :  
 
RQ1. What are the key trends in the creation and dissemination of AI-generated misinformation, including 

topics, origins, targets, intentions, elements, and generative models in Brazil, Germany, and the UK? 

 
RQ2. What detection methods and debunking strategies are employed by fact-checkers, and what additional 

insights do they provide for countering AI-generated misinformation in Brazil, Germany, and the UK? 

 
RQ3. How do fact-checkers assess the ongoing spread of AI-generated misinformation, and how do they 

address the challenges it poses? 
 

 

 

 

 

Method :  

 
Quantitative content analysis of 136 fact-check articles from 2023–2024 
 
13 expert interviews with practitioners in AI and fact-checking 

 
Questionnaire :  
 
1. Experience with AI-Generated Content 
 
How often do you encounter AI-generated misinformation? 

 
Can you recall a recent case that stood out? 
 

https://arxiv.org/abs/2404.16116
https://www.frontiersin.org/journals/political-science/articles/10.3389/fpos.2024.1451601/full
https://journals.sagepub.com/doi/10.1177/27523543251344971
https://journals.sagepub.com/doi/10.1177/27523543251344971
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2. Detection Tools and Techniques 
 
What tools or methods do you currently use to detect AI-generated content? 

 
Are existing detection systems sufficient or lacking? 
 
3. Verification & Editorial Practices 

 
How has your editorial workflow changed due to AI-generated content? 
 
Do you have guidelines specifically for handling deepfakes or synthetic media? 
 
4. Cross-border Collaboration 

 
Do you collaborate with international fact-checkers or platforms? 
 
What are the challenges in addressing AI-generated misinformation that crosses borders? 

 
5. Anticipation of Future Trends 
 
What concerns you most about the future of AI and misinformation? 
 
How do you think AI will impact public trust and fact-checking in the coming years?  

 

 

 

 

 

 

 
23. Mapping Global Emerging Scholarly Research and Practices of AI-supported Fact-Checking Tools in 

Journalism 

 
Research questions: 
 
RQ1. How has the academic literature on algorithm-driven fact-checking tools in journalism evolved in terms 

of publication activity? 

 
RQ2. Which patterns emerge in the authorship and geographical focus of research on fact-checking tools in 

algorithm-driven journalism? 

 
RQ3. What are the primary AI-supported tools utilised by fact-checkers in verification procedures in the 

selected countries? 
 
RQ4. Which monitoring/misinformation identification tools are currently accessible to and employed by fact-

checking organisations in the selected countries? 
 

 
24. We Follow the Disinformation”: Conceptualizing and Analyzing Fact-Checking Cultures Across 

Countries 

 

https://www.tandfonline.com/doi/epdf/10.1080/17512786.2025.2463470?needAccess=true
https://www.tandfonline.com/doi/epdf/10.1080/17512786.2025.2463470?needAccess=true
https://journals.sagepub.com/doi/pdf/10.1177/19401612241270004
https://journals.sagepub.com/doi/pdf/10.1177/19401612241270004
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Abstract : Democratic societies inherently depend on an informed citizenry. By shaping citizens’ voting 

behavior, fostering political cynicism, and reducing trust in institutions, misinformation can pose significant 

challenges to individuals and societies. Against this backdrop, fact-checking initiatives aimed at verifying the 

accuracy of publicly disseminated (mis)information have flourished worldwide. However, existing research is 

disproportionately oriented toward the Global North, with a focus on the United States and the most 

influential organizations. Equally scarce are comparative studies. To address these shortcomings, this study 

introduces a context-sensitive framework for analyzing fact-checking cultures and illustrates its application in 

a cross-national comparative design by contrasting two countries from the Global South and North: Brazil and 

Germany. Using a mixed-methods design, we integrate computational, qualitative, and quantitative content 

analysis of 11 fact-checking organizations and 13,498 fact-checking articles over 11 years (2013–2023), 

alongside qualitative semistructured interviews with fact-checkers (N=10). Our findings reveal several areas 

of divergence and convergence, suggesting that fact-checking cultures transcend organizational and national 

boundaries. 
 

 

 

 

 

 
25. Cutting through the Hype: Understanding the Implications of Deepfakes for the Fact-Checking Actor-

Network 

26. Adding human values on the deepfake: co-designing fact-checking solutions to combat 

misinformation 

 

 
27. Cutting through the Hype: Understanding theImplications of Deepfakes for the Fact-CheckingActor-

Network 

 
RQ1. What dangers do fact-checkers identify in connection with deepfakes for (1) journalism and (2) news 

audiences? 
 
In this study, deepfakes are considered a non-human actant in the fact-checking network, where new actors 

are developing technology-based and manual detection techniques to uncover false and misleading visuals. In 

addition, fact-checkers are called to counteract digital mis- and disinformation campaigns through education 

and training. To understand how deepfakes are impacting these processes, we set out to investigate: 
 
RQ2. To what extent do fact-checkers adapt their work routines to deepfakes in terms of (1) detection 

techniques, and (2) countermeasures? 

 

 
28. It’s Nothing but a Deepfake! The Effects of Misinformation and Deepfake Labels Delegitimizing an 

Authentic Political Speech 

 

 
29. Examining Misinformation and Deep Fakes 

 

 
30. Merging AI Incidents Research with Political Misinformation Research: Introducing the Political 

Deepfakes Incidents Database 

 
Research Questions:  
1. How actors or institutions are incentivized to promote 
misinformation/disinformation? 

https://www.tandfonline.com/doi/full/10.1080/21670811.2023.2194665#abstract
https://www.tandfonline.com/doi/full/10.1080/21670811.2023.2194665#abstract
https://link.springer.com/article/10.1007/s43681-024-00619-y
https://link.springer.com/article/10.1007/s43681-024-00619-y
https://www.tandfonline.com/doi/full/10.1080/21670811.2023.2194665#abstract
https://www.tandfonline.com/doi/full/10.1080/21670811.2023.2194665#abstract
https://ijoc.org/index.php/ijoc/article/view/20777
https://ijoc.org/index.php/ijoc/article/view/20777
https://researchspace.csir.co.za/server/api/core/bitstreams/a5f1bd55-4122-4619-b4ce-8abbb65d60e1/content
https://www.researchgate.net/publication/379285943_Merging_AI_Incidents_Research_with_Political_Misinformation_Research_Introducing_the_Political_Deepfakes_Incidents_Database
https://www.researchgate.net/publication/379285943_Merging_AI_Incidents_Research_with_Political_Misinformation_Research_Introducing_the_Political_Deepfakes_Incidents_Database
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2. How misinformation is shared, promoted, and accessed 
through various channels? 

 
3. How different types and characteristics of policy frames or narrative strategies can strategically shape 

views of issues, politicians, or social groups? 

 
4. How individual and group political psychology, including in-group and out-group behavior, influence the 

efficacy of misinformation? 
 
5. How the timing of messaging and counter-messaging leads to persistence effects or decay effects as 

contrasting messages compete or are reinforced? 
 
6. How observational, quasi-experimental, and experimental evidence can be mustered to test the validity of 

theories, including studies of the efficacy of policy changes,mitigation efforts, and choices around AI system 

design? 
 

 

 
31. Political Deepfakes Are as Credible as Other Fake Media and (Sometimes) Real Media 

 

 
32. Deep Fakes and Digital Ethics: Navigating the Ethical Dilemma in Portraying Political Characters 

through Deep Fakes and their Impact on Political Communication in Digital Media 

 
Research Objectives 

• To examine various deepfake videos of popular Pakistani politicians on TikTok. 

 

 
• To explore how people’s trust in political leaders and institutions is changed by deepfakes. 

 

 
• To study the problems that arise from this kind of content against popular politicians. 

 
Research Questions 

 
1. What kinds of fake content are developed by AI around political leaders on TikTok? 
 
2.  How  much  do  deepfakes  change  people’s  beliefs  about  political  leaders,  the  media,  and  various 

institutions? 

 
3. What moral questions come up when deep-fake videos are viral against popular politicians? 
 

Sampling Technique 

 
We  used  purposive  sampling  to  choose  content  that  displayed  a  large  and  diverse  variety  of  political 

statements. The reason for using this technique was that it makes it possible to focus on types of content that 

are directly connected to the research questions.Four main areas of focus shaped what the video sample 

contains: 
 
1.Satire  and  Humor: 

Videos  that  imitate  political  figures  and  sometimes  overstate  their  personality  or opinions. 

https://www.journals.uchicago.edu/doi/abs/10.1086/732990?journalCode=jop
https://submissions.regionaltribune.com/index.php/trt/article/view/96/210
https://submissions.regionaltribune.com/index.php/trt/article/view/96/210
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2.Misinformation: Videos containing scenarios or remarks that didn’t take place, designed to see how easily 

viewers can detect false news. 

 
3.Motivating  or  Nationalistic  Videos: Movies  showing  heads  of  nations  giving  inspiring  speeches  to 

measure their impact on viewers. 
4.Edited Renderings of Real Speeches: Political messages are changed to include opinions that represent 

opposing or controversial thoughts. 
 

They discussed  the analysis of 40 deepfake videos created for the four selected Pakistani political figures in 

detail. The  videos  were  sorted  and  tagged  into  groups:  
 

 
•  Satirical  Parodies,  

 

 
•  Fake  Political  Statements,  

 

 
•  Manipulated Campaigning, 

 

 
•  Inspirational Leadership, 

 

 
•  and Negative Propaganda. 

 

 

33. Manipulated Minds: Political and Social Factors Enabling Deepfake Impact in Pakistan 

 
Research Objectives 
 
1. To explore the social and political conditions that make Pakistani society vulnerable to deepfake influence. 
 
2. To analyse how media consumption habits contribute to the acceptance and spread of manipulated digital 

content 
 
3. To understand how social media echo chambers shape public susceptibility to deepfake-driven 

misinformation. 
 

Research Questions 
 
RQ1. How social and political conditions make Pakistani society vulnerable to deepfake influence 

 
RQ2. How media consumption habits contribute to the acceptance and spread of manipulated digital content? 
 
RQ3. How social media echo chambers shape public susceptibility to deepfake-driven misinformation.  

 

 
33. Deepfake Deception and the Need for Media Literacy in Pakistan.  

https://www.researchgate.net/publication/392703066_Manipulated_Minds_Political_and_Social_Factors_Enabling_Deepfake_Impact_in_Pakistan
https://www.researchgate.net/publication/391077559_Deepfake_Deception_and_the_Need_for_Media_Literacy_in_Pakistan
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Research Objectives 
 
RO1: To identify if, there is a difference in the level of understanding of new media-literates andnon-new 

media-literates in distinguishing between deepfakes. 
 
RO2: To examine the changes in trust levels regarding online videos in media-literate andnon-media-literate 

people after exposure to deepfake videos.  
 
Research Questions 
 
RQ1: Do new media-literate and non-media-literate people differ in their capacity to identify deepfakes? 

 
RQ2: To what extent does the witnessed exposure of deepfake videos affect the trustworthiness of media-

literate and non-media-literate people in online videos?  

 
Theoretical Framework  
 
This study integrates Media Literacy Theory and Trust and Credibility Theory to understand the effects of 

NML on the capability of youngsters in Punjab, Pakistan to detect and address deepfakes. This framework 

helps examine how media literacy can help identify deepfakes and how this changes the blind trust in online 

content, fulfilling the purpose of the study, which focuses on how deepfakes impact perception and behaviour 

among the Pakistani youth.  
 

 

 
34. Psycho-social Impact of Deepfake Content in Entertainment Media 

 
Objectives : 
 To Examine Emotional and Cognitive Responses 
 To Explore Trust and Deception Dynamics 
 To Evaluate Ethical Considerations 
 To Assess Legal and Regulatory Frameworks 
 To Analyze Practical Implications and Solutions 

 

Research Questions  

 

1. Does the deepfake technology significantly impact the psycho-social aspects of audience engagement with 

entertainment media? 
2. What might be the key concerns regarding the psychological effects of deepfake content featuring well-

known personalities? 
3. How does the widespread acknowledgment of deepfake content as a threat to media credibility contribute 

to our understanding of the psycho-social effects associated with deepfake technology? 
 

 

 
35. Studying the Online Deepfake Community 

 

The common topic areas found on r/deepfakes during our analysis were the same as what was found on MDF, 

consisting of: 

 

https://www.researchgate.net/publication/381010950_Psycho-social_Impact_of_Deepfake_Content_in_Entertainment_Media
https://tsjournal.org/index.php/jots/article/view/126/53
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•General Discussion.Discussions about the technology in general, including discussions on deepfake ethics, 

legality, censorship/community suppression, and alternative application areas 

 
•Technical Resources and Assistance.Discussions relating to errors encountered, making deepfakes, issues 

occurring with the creation tools themselves, and suggestions for improvements to those creation tools 

 
•Creation Resource Sharing.Users sharing datasets used to create deepfakes,sharing resources that can be 

used to generate data for a model, and sourcing high-quality videos for data ripping 
 
•Content Sharing.Users sharing their deepfakes, and users requesting someone re-post a previously deleted 

deepfake 
 
•Content Requests.Discussions surrounding who should be deepfaked, who target should be swapped onto 

for a high-quality output, and deepfake requests for specific targets 
 
•Meta Discussion.Discussions about the platform itself, rules, milestones, and announcements 
 

 

 

 

 

 

 

 

 

 

 

 
36. Merging AI Incidents Research with Political Misinformation Research: Introducing the Political Deepfakes 

Incidents Database 

 

https://ojs.aaai.org/index.php/AAAI/article/view/30349
https://ojs.aaai.org/index.php/AAAI/article/view/30349
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37. DEEPFAKE TECHNOLOGY AND ITS IMPACT: ETHICAL CONSIDERATIONS, SOCIETAL 

DISRUPTIONS, AND SECURITY THREATS IN AI-GENERATED MEDIA 

 
Research Questions :  
 

 
1. How do deepfakes affect public perception, democracy, and trust in social institutions? 

 

 
2. What types of security threats arise from deepfake-enabled cybercrime and 

Misinformation? 
 

 
3. How effective are current legal and policy frameworks in addressing deepfake-related 

risks? 
 

 

 

 

 

 

 

 

38. Unmasking deepfakes: a multidisciplinary examination of social 
impacts and regulatory responses 
 

https://d1wqtxts1xzle7.cloudfront.net/122108196/IJITMIS_16_01_076.pdf?1743451136=&response-content-disposition=inline%3B+filename%3DDEEPFAKE_TECHNOLOGY_AND_ITS_IMPACT_ETHIC.pdf&Expires=1753252791&Signature=dgmKQnB4uDhr~wxySycwp5qi7CAL3uU6yfo8Y5DizcA1nSmX5hncXiK8Hee3Hz40z-MzeKPN8dzJlPVK8Sp2qrzYLO9VrTxPNYfeZw-A5g4YTCKK5rFq03p2vHZpiYGYZDLE~c6Ba8c6NEhaWzBWYwDWMZ8v1XgcTM5HNwYhqEGczvShNcqKFdRmbb8UNQoevMyuAc2yhIObxBt6A~l-EG~F04qj~F2hM3tPv3ZFXGv5xGE1p48Q50v~~lwVEkuGd3vaz-xsrLW0iV54yHIBiDU4LV33nIzkOyPcGMq9r9ENlGQ00gKegttG0cWKhkzG-rTi-ZQ07GfccVozOmrpmg__&Key-Pair-Id=APKAJLOHF5GGSLRBV4ZA
https://d1wqtxts1xzle7.cloudfront.net/122108196/IJITMIS_16_01_076.pdf?1743451136=&response-content-disposition=inline%3B+filename%3DDEEPFAKE_TECHNOLOGY_AND_ITS_IMPACT_ETHIC.pdf&Expires=1753252791&Signature=dgmKQnB4uDhr~wxySycwp5qi7CAL3uU6yfo8Y5DizcA1nSmX5hncXiK8Hee3Hz40z-MzeKPN8dzJlPVK8Sp2qrzYLO9VrTxPNYfeZw-A5g4YTCKK5rFq03p2vHZpiYGYZDLE~c6Ba8c6NEhaWzBWYwDWMZ8v1XgcTM5HNwYhqEGczvShNcqKFdRmbb8UNQoevMyuAc2yhIObxBt6A~l-EG~F04qj~F2hM3tPv3ZFXGv5xGE1p48Q50v~~lwVEkuGd3vaz-xsrLW0iV54yHIBiDU4LV33nIzkOyPcGMq9r9ENlGQ00gKegttG0cWKhkzG-rTi-ZQ07GfccVozOmrpmg__&Key-Pair-Id=APKAJLOHF5GGSLRBV4ZA
https://elicit.com/notebook/08842c8c-0dd3-4410-bf8c-459f59593300#1854cc10cc357aaaeddcc301bf2e1866
https://elicit.com/notebook/08842c8c-0dd3-4410-bf8c-459f59593300#1854cc10cc357aaaeddcc301bf2e1866
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39. Deepfakes: The Legal Implications 
 
Deepfake technology has progressed at an alarming rate in the past decade and appear in three very general categories which includes: 
 
Face Swapping 
Face swapping involves or pertains to the replacing one’s person’s face with that of another in either a photo or video 
content. 
 
Lip Syncing 
Lip syncing pertains to the making of another person appear to say something they are not in audio or video content. 
 
Puppet Technique 
The Puppet technique refers to the fake movements of an individual in an unnatural manner 
 

 

40 . The Web of False Information: Rumors, Fake News, Hoaxes, 

Clickbait, and Various Other Shenanigans 

 

Types of False Information 
False information on the Web can be found in various forms, hence we propose the categorization of false 

information into eight types as listed below: 
• Fabricated (F) [154]. Completely fictional stories disconnected entirely from real facts. This type is not 

new and it exists 
since the birth of journalism. Some popular examples include fabricated stories about politicians and aliens 

[84] (e.g., the story that Hillary Clinton adopted an alien baby). 
• Propaganda (P) [101]. This is a special instance of the fabricated stories that aim to harm the interests of a 

particular party and usually has a political context. This kind of false news is not new, as it was widely used 

during World War II and the Cold War. Propaganda stories are profoundly utilized in political contexts to 

mislead people with the overarching goal of inflicting damage to a particular political party or nation-state. 

Due to this, propaganda is a consequential type of false information as it can change the course of human 

history (e.g., by changing the outcome of an election). Some recent examples of propaganda include stories 

about the Syria air strikes in 2018 or about specific movements like theBlackLivesMatter (see [124] for more 

examples). 
 
• Conspiracy Theories (CT) [69]. Refer to stories that try to explain a situation or an event by invoking a 

conspiracy without proof. Usually, such stories are about illegal acts that are carried out by governments or 

powerful individuals. They also typically present unsourced information as fact or dispense entirely with an 

https://pdfs.semanticscholar.org/6f93/5d299c7f4f76fad19c5be3c2219e4bef921c.pdf
https://arxiv.org/pdf/1804.03461
https://arxiv.org/pdf/1804.03461
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“evidence” based approach, relying on leaps of faith instead. Popular recent examples of conspiracy theories 

include the Pizzagate theory (i.e., Clinton’s campaign running a pedophile ring) [188] and conspiracies 

around the murder of Seth Rich [187] (e.g., Seth Rich was involved in the DNC email leaks). 
 
• Hoaxes (H) [109]. News stories that contain facts that are either false or inaccurate and are presented as 

legitimate facts. This category is also known in the research community either as half-truth [3] or factoid [14] 

stories. Popular examples of hoaxes are stories that report the false death of celebrities (e.g., the Adam Sadler 

death hoax [164]). 

 
• Biased or one-sided (B). Refers to stories that are extremely one-sided or biased. In the political context, 

this type is known as Hyperpartisan news [144] and are stories that are extremely biased towards a 

person/party/situation/event. Some examples include the widespread diffusion of false information to the alt-

right community from small fringe Web communities like 4chan’s /pol/ board [86] and Gab, an alt-right echo 

chamber [199]. 

 
• Rumors (R) [140]. Refers to stories whose truthfulness is ambiguous or never confirmed. This kind of false 

information is widely propagated on OSNs, hence several studies have analyzed this type of false 

information. Some examples of rumors include stories around the 2013 Boston Marathon Bombings like the 

story that the suspects became citizens on 9/11 or that a Sandy Hook child was killed during the incident 

[163]. 

 
• Clickbait (CL) [56]. Refers to the deliberate use of misleading headlines and thumbnails of content on the 

Web. This type is not new as it appeared years before, during the “newspaper era,” a phenomenon known as 

yellow journalism [50]. However, with the proliferation of OSNs, this problem is rapidly growing, as many 

users add misleading descriptors to their content with the goal of increasing their traffic for profit or 

popularity [143]. This is one of the least severe types of false information because if a user reads/views the 

whole content then he can distinguish if the headline and/or the thumbnail was misleading. 
• Satire News (S) [48]. Stories that contain a lot of irony and humor. This kind of news is getting 

considerable attention on the Web in the past few years. Some popular examples of sites that post satire news 

are TheOnion [22] and SatireWire [16]. Usually, these sites disclose their satyric nature in one of their pages 

(i.e., About page). However, as their articles are usually 
disseminated via social networks, this fact is obfuscated, overlooked, or ignored by users who often take them 

at face valuewith no additional verification. 

 

 

41. Proposing a practical taxonomy of misinformation for intervention design 

 

 
 

42. Deception and Manipulation in Generative AI 

https://osf.io/preprints/psyarxiv/scwxv_v1
https://arxiv.org/pdf/2401.11335
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Deception and manipulation as misleadingness We can now characterize deceptive and manipulative behavior 

in LLMs (and other language-generating AI systems) as follows:  

 
A statement10 is deceptive with respect to question Q if it tends to move its addressee’s beliefs about Q 

further away from the beliefs that she would endorse under semiideal conditions. 

 
 A statement is manipulative with respect to a choice C if it tends to move its addressee’s behavior in choice 

C further away from the behavior that she would endorse under semi-ideal conditions. 
 

Tarsney, C. (2024). Deception and Manipulation in Generative AI. In arXiv [cs.CY]. 

http://arxiv.org/abs/2401.11335 

 

 

Proposed Questionnaire : 

 

Fact-checkers framework 

 

Encounter Deepfakes (Experience with AI generated Contents) 

Responding to Deepfakes (Detection Tools and techniques) 

Understanding Deepfakes (Verification and Anticipation of future trends) 

 

Concern Category  

 

 

• Authenticity Concern 

• Spread Concern 

• Influence Concern 

• Accountability Concern 

 

 

 

 

a. What are the key trends in the creation and dissemination of  AI-generated 

misinformation including topics,origins,targets,intentions, and generative models? 

b. What detection methods and debunking strategies are employed by fact-checkers and 

what additional insights do they provide for countering AI-generated misinformation? 

c. How do fact-checkers assess the ongoing spread of AI-generated misinformation and 

how do they address the challenges it poses?  

d. What dangers do fact-checkers identify in connection with deepfakes for (i) 

Journalism (ii) audience? 

e. What extent do fact-checkers adapt their work routines to deepfakes in terms of (i) 

detection technique (ii) counter measures ? 

f. What are the primary identification tools currently accessible and employed by fact-

checking organizations? 

https://journals.sagepub.com/doi/10.1177/27523543251344971
https://journals.sagepub.com/doi/10.1177/27523543251344971
https://journals.sagepub.com/doi/10.1177/27523543251344971
https://journals.sagepub.com/doi/10.1177/27523543251344971
https://journals.sagepub.com/doi/10.1177/27523543251344971
https://journals.sagepub.com/doi/10.1177/27523543251344971
https://www.tandfonline.com/doi/full/10.1080/21670811.2023.2194665#abstract
https://www.tandfonline.com/doi/full/10.1080/21670811.2023.2194665#abstract
https://www.tandfonline.com/doi/full/10.1080/21670811.2023.2194665#abstract
https://www.tandfonline.com/doi/full/10.1080/21670811.2023.2194665#abstract
https://www.tandfonline.com/doi/epdf/10.1080/17512786.2025.2463470?needAccess=true
https://www.tandfonline.com/doi/epdf/10.1080/17512786.2025.2463470?needAccess=true
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g.  How does the widespread acknowledgment of deepfake content as a threat to media 

credibility contribute to our understanding of the psycho-social effects associated with 

deepfake technology? 

h. Which patterns emerge in the authorship and geographical focus of research on fact-

checking tools in algorithm-driven journalism? 

i. To what extent to which Fact-checkers are prepared for deepfakes as a new form of 

disinformation? 

j. What kinds of fake content are developed by AI around political leaders on 

Facebook? 

k. How  much  do  deepfakes  change  people’s  beliefs  about  political  leaders,  the  m

edia,  and  various institutions? 

l. Does the deepfake technology significantly impact the psycho-social aspects of 

audience engagement with entertainment media? 

m. To what extent does the witnessed exposure of deepfake videos affect the 

trustworthiness of media-literate and non-media-literate people in online videos? 

 

 

 

Questions for Actors  

 

 

1. How actors or institutions are incentivized to promote 

misinformation/disinformation? 

2.  How misinformation is shared, promoted, and accessed through various channels? 

3. How individual and group political psychology, including in-group and out-group 

behavior, influence the efficacy of misinformation? 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.researchgate.net/publication/381010950_Psycho-social_Impact_of_Deepfake_Content_in_Entertainment_Media
https://www.researchgate.net/publication/381010950_Psycho-social_Impact_of_Deepfake_Content_in_Entertainment_Media
https://www.researchgate.net/publication/381010950_Psycho-social_Impact_of_Deepfake_Content_in_Entertainment_Media
https://www.tandfonline.com/doi/epdf/10.1080/17512786.2025.2463470?needAccess=true
https://www.tandfonline.com/doi/epdf/10.1080/17512786.2025.2463470?needAccess=true
https://www.tandfonline.com/doi/full/10.1080/21670811.2023.2194665#abstract
https://www.tandfonline.com/doi/full/10.1080/21670811.2023.2194665#abstract
https://docs.google.com/document/d/1dV6RxAZYrTND2fJWVto52XHeOMbwrZn5-N_XiZTbi2Y/edit?tab=t.0
https://docs.google.com/document/d/1dV6RxAZYrTND2fJWVto52XHeOMbwrZn5-N_XiZTbi2Y/edit?tab=t.0
https://docs.google.com/document/d/1dV6RxAZYrTND2fJWVto52XHeOMbwrZn5-N_XiZTbi2Y/edit?tab=t.0
https://docs.google.com/document/d/1dV6RxAZYrTND2fJWVto52XHeOMbwrZn5-N_XiZTbi2Y/edit?tab=t.0
https://www.researchgate.net/publication/381010950_Psycho-social_Impact_of_Deepfake_Content_in_Entertainment_Media
https://www.researchgate.net/publication/381010950_Psycho-social_Impact_of_Deepfake_Content_in_Entertainment_Media
https://www.researchgate.net/publication/391077559_Deepfake_Deception_and_the_Need_for_Media_Literacy_in_Pakistan
https://www.researchgate.net/publication/391077559_Deepfake_Deception_and_the_Need_for_Media_Literacy_in_Pakistan
https://www.researchgate.net/publication/379285943_Merging_AI_Incidents_Research_with_Political_Misinformation_Research_Introducing_the_Political_Deepfakes_Incidents_Database
https://www.researchgate.net/publication/379285943_Merging_AI_Incidents_Research_with_Political_Misinformation_Research_Introducing_the_Political_Deepfakes_Incidents_Database
https://www.researchgate.net/publication/379285943_Merging_AI_Incidents_Research_with_Political_Misinformation_Research_Introducing_the_Political_Deepfakes_Incidents_Database
https://www.researchgate.net/publication/379285943_Merging_AI_Incidents_Research_with_Political_Misinformation_Research_Introducing_the_Political_Deepfakes_Incidents_Database
https://www.researchgate.net/publication/379285943_Merging_AI_Incidents_Research_with_Political_Misinformation_Research_Introducing_the_Political_Deepfakes_Incidents_Database
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Creation and spread of AI-Generated Misinformation 

1. What recent trends have you observed in the types of AI-generated misinformation you encounter? 

 

 

2. Where do you usually see these contents originate from, and who do they seem to target the most? 

 

 

3. Have you noticed specific themes (e.g., politics, health, religion) becoming more common in AI-

generated misinformation? 

 

 

Detection and Debunking Strategies 

4. What tools or methods do you use to detect whether a content is AI-generated or a deepfake? 

 

 

5. Can you describe the process you follow when fact-checking a suspected AI-generated content? 

 

 

6. Are there any particular techniques that are more effective in debunking deepfakes or synthetic 

content? 

 

 

 

Challenges and Response Tactics 

7. What are the main challenges you face when trying to identify and counter AI-generated 

misinformation? 

 

 

8. Do you think your organization is adequately equipped to handle this new wave of misinformation? 

 

 

Deepfakes and Their Impact 

9. In your experience, how have deepfakes impacted public trust in journalism or media outlets? 

 

 

10. Do you believe that audiences are more vulnerable or skeptical toward deepfakes? How do they 

usually react? 

 

 

11. Have you had to modify your own workflow or team structure to better respond to the threat of 

deepfakes? 
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Tools and Technologies 

12. What kind of AI or detection tools are you currently using to identify deepfakes or synthetic content? 

 

 

13. Are there any tools or features you wish existed that could make fact-checking deepfakes easier? 

 

 

 

Preparedness and Institutional Readiness 

14. To what extent do you feel fact-checkers as a community are ready to tackle deepfakes as a new form 

of disinformation? 

 

 

15. Is there any collaboration between organizations or platforms to better respond to AI-generated 

misinformation? 

 

 

 

Societal and Psychological Effects 

16. Have you noticed any psychological or social effects in the public as a result of repeated exposure to 

deepfakes? 

 

 

17. Do you think deepfakes are creating more political polarization or distrust in institutions? 

 

 

 

Patterns in Misinformation Authorship 

18. Are there specific regions, groups, or actors that appear more frequently in creating or spreading 

deepfake content? 

 

 

19. Do you see a difference in how misinformation is generated or received in urban vs rural audiences or 

across countries? 

 

 

Platform-Specific Observations 

20. What kinds of AI-generated political content are you seeing specifically on platforms like Facebook? 
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21. Are there differences in how deepfakes are presented or received on Facebook versus other platforms 

like YouTube or TikTok? 

 

 

 

Actors 

I. Motivation and Intention 

1. What motivated you to start creating deepfake content? Was it satire, political messaging, artistic 

expression, or something else? 

 (aligns with "Satirical Parody", "Fake Political Statements", "Negative Propaganda") 

 

 

2. Do you consider your content a form of entertainment, activism, or manipulation? Why? 

 

 

3. Have you ever been approached by political or commercial actors to produce tailored deepfakes? 

 

 

4. Do you personally believe your content influences public opinion, and is that your intended goal? 

 

 

II. Tools, Techniques, and Sampling Strategy 

5. What tools or platforms (e.g., FaceSwap, DeepFaceLab, Runway, etc.) do you use to create 

deepfakes? 

 (links to “Sampling Technique” and “Generative Models”) 

 

 

6. How do you decide which real-life video or clip to manipulate? Is it based on trending topics or 

targeted figures? 

 (refers to "Platform", "Situation", "Interaction") 

 

 

7. Which content style do you prefer—Face-swapping, Lip-syncing, Puppet motion, or Manipulated 

Reality—and why? 

 

 

8. Do you design content for specific platforms (Facebook, YouTube Shorts, TikTok), or does your 

content evolve across platforms? 

 

 

 III. Audience and Impact Understanding 

9. Who do you think your audience is—general public, youth, political supporters, or opposition 

groups? 
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10. Have you ever received messages or comments that revealed your audience believed your deepfake 

content was real? How did you respond? 

 

 

11. Do you monitor how far your content spreads or track engagement metrics (views, shares, 

comments)? 

 

 

12. Have any of your contents been flagged, fact-checked, or removed? How did you react? 

 

 IV. Ethics, Accountability, and Boundaries 

13. How do you distinguish between satire and harmful misinformation in your content creation? 

 

 

14. Do you set any personal or ethical boundaries while creating deepfakes—such as avoiding sensitive 

individuals, religious symbols, or false crime scenarios? 

 

 

15. Do you think creators should be held accountable for the influence or spread of their content? Why or 

why not? 

 

 

16. What’s your view on the growing concern around the authenticity of media and public trust due to 

deepfakes? 

 

 

 V. Future Trends and Evolution 

17. Do you think the tools and models for deepfakes are becoming more accessible and realistic? How do 

you see this changing your work? 

 

 

18. What role do you think deepfake creators like yourself will play in the future of media and political 

storytelling? 

 

 

19. Do you anticipate any shifts in regulation or social media platform policies that may limit or support 

your work? 

 

 

20. Would you ever collaborate with researchers or platforms to improve transparency around synthetic 

content? 
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Findings:  

 

This pilot study reveals the layered complexity of AI-generated misinformation. The posts analyzed show that 

misinformation is not limited to spreading falsehoods but also functions as a tool of persuasion, influence, 

and manipulation. Unlike traditional disinformation, AI-driven content operates on two levels 

simultaneously: deception, where audiences are led to believe in fabricated realities, and manipulation, 

where narratives are strategically framed to shape opinions, reinforce biases, or provoke emotional responses. 

The framework’s initial pilot highlighted these challenges, demonstrating that existing approaches to 

misinformation research are often insufficient for capturing the hybrid nature of AI content. By merging two 

frameworks and integrating new elements, we were able to build a more comprehensive model that 

acknowledges both narrative intent and audience impact. 

Preliminary observations also suggest that posts tagged with fact-checking articles often gain less engagement 

compared to unchecked misinformation, underscoring a visibility gap in corrections. This indicates that 

while fact-checkers play an important role, their reach is limited compared to the virality of manipulative 

posts. 

Overall, the study emphasizes the urgent need for updated frameworks and methodologies to address AI-

driven misinformation. The refined model developed through this pilot now provides a stronger basis for 

analyzing how such content circulates, how it is received, and how fact-checking practices can adapt to meet 

these challenges. 

Limitations and How I overcome them 

Uncertainty in Categorization Framework 

● Limitation: At the start of data collection, the framework for classifying AI-generated 

misinformation was not finalized, creating ambiguity in systematic organization. 

 

● Overcome: We began with a provisional framework and refined it in parallel with a literature review. 

The final framework was grounded in established academic studies. 

 

Simultaneous Data Collection and Literature Review 

● Limitation: Data collection started before the framework was fully validated, which risked 

inconsistency in classification. 

 

● Overcome: The framework was continuously updated as the literature review progressed, ensuring 

alignment with theoretically sound categories. 

 

Need for Validation of Framework 

● Limitation: The initial framework lacked formal testing, raising concerns about its reliability. 

 

● Overcome: Two pilot tests were conducted. The first highlighted classification challenges, and the 

second incorporated improvements based on global studies. This confirmed the framework’s 

effectiveness. 

 

Dual Nature of AI-driven Misinformation 
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● Limitation: AI-generated misinformation often functions both as deception (creating false beliefs) 

and manipulation (influencing attitudes), making it harder to classify under traditional categories. 

 

● Overcome: I integrated these two dimensions into the framework and merged them with an existing 

model of eight variables, adding extra elements such as engagement metrics and narrative framing. 
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Project 3 

 

Project Name: Disinformation Targeting Female Political Figures 

Start Date: 21 July 2025 

End Date: 14 August 2025 

Project Overview:  

This project investigated disinformation campaigns targeting political figures in Bangladesh, with a particular 

focus on how manipulated content exploits gender, political identity, and social divisions. Using fact-

checking reports and social media monitoring, the study examined claims ranging from fabricated and altered 

content to deepfakes, hate speech, and coordinated harassment. Each case was analyzed in terms of narrative 

framing, target profile, dissemination strategies, and potential harm (psychological, reputational, electoral, or 

incitement of violence). A special emphasis was placed on gendered disinformation, identifying how female 

politicians, activists, and journalists are disproportionately subjected to misogyny, sexualization, and 

harassment in digital spaces. By combining local fact-checking data with international literature on political 

disinformation and gendered misinformation, the project aimed to build a framework for understanding the 

complex ways political actors are attacked online. 

My Tasks and Responsibilities:  

In this project, I collected and cleaned fact-checking reports on disinformation targeting political figures and 

categorized them by type, including fabricated claims, altered images, deepfakes, and harassment. I identified 

targeted individuals, linked disinformation to specific events, and analyzed how content spread across 

platforms and eco-chambers. I also cross-checked entries with fact-checking verdicts from major 

organizations to highlight verification gaps and contributed to refining the framework by integrating dataset 

findings with relevant global literature. 
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Data Collection: Fact-checking reports and disinformation cases were collected and analyzed 

during the project period. Posts were examined across Facebook, Twitter, Threads, TikTok, 

and other platforms, focusing on misinformation targeting political figures. 

 

Content Classification: Each case was categorized by type of claim (fabricated content, 

deepfakes, edited images, hate speech, violent threats, doxing, unwanted explicit content). 

Gender-based narratives such as misogyny, stereotypes, sexualization, and harassment 

were marked separately to understand patterns of gendered disinformation. 

 

Target Identification: Female Political leaders, party representatives, former MPs, debut 

politicians, and celebrities involved in politics were mapped as primary targets. The analysis 

traced why they were attacked, linking disinformation to events such as elections, protests, or 

scandals. 

 

Spread Analysis: The project assessed who spread the content, its level of virality, and 

whether it was amplified through eco-chambers and coordinated networks. This enabled 

mapping of organized vs. individual disinformation flows. 

 

Fact-Checking Comparison: Posts were cross-referenced with fact-checking verdicts from 

Fact-Watch, Rumor Scanner, Boom Bangladesh, and Dismislab. This provided insights into 

coverage gaps, inconsistencies, and areas where false content went unchecked. 

 

Harm Modality Mapping: Each case was examined for potential harms, categorized into 

psychological threats, reputational damage, incitement of offline violence, and electoral 

impact. 

 

Literature Integration: Global studies on political astroturfing, scandals, cybersecurity 

frameworks, and gendered misinformation were reviewed to align the framework with 

international scholarship. 

 

Framework Refinement: Insights from the dataset and literature were merged to refine a 

composite framework capturing both political and gendered disinformation dynamics in 

Bangladesh. 
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Literature Review 

 

 
1. Deepfakes and Harm to Women 

 

Abstract : As deepfake technologies become more sophisticated and accessible to the broader online 

community, their use puts women participating in digital spaces at increased risk of experiencing violence 

online and abuse. In a ‘post-truth’ era, the ability to discern what is real and what is fake allows malevolent 

actors to manipulate public opinion or ruin the social reputation of individuals to wider audiences. While the 

scholarly research on the topic is sparse, this study explored the harm women have experienced in technology 

and deepfakes. Results of the study suggest that deepfakes are a relatively new method to deploy gender-

based violence and erode women’s autonomy in their on-and-offline world. This study highlights the unique 

harms for women that are felt on both an individual and systemic level and the necessity for further inquiry 

into online harm through deepfakes and victims’ experiences. 

 

Source : https://www.researchgate.net/publication/371862022_Deepfakes_and_Harm_to_Women 

 

 

2. The emergence of AI-generated deepfakes as a new tool for gender-based violence against 

women: A brief narrative review of evidence and the implications of the techno-feminist perspective 

 

Abstract : Technology facilitates crime. Perpetrators use technology to commit new crimes or old crimes in 

new ways. The advancement of technology has spawned several cybersexual crimes that affect women 

disproportionately. The emergence of deepfakes has brought a new dimension to women's cyber sexual 

victimization. There is little empirical research on deepfakes and women's sexual abuse. Therefore, for this 

comment piece we reviewed existing peer-reviewed articles and data from websites to show that deepfakes 

have become a new tool for gender-based violence against women. We use a techno-feminist perspective to 

argue that deepfake technology is an addition to the tools that are used to form a patriarchal-capitalist society. 

Like other cybercrimes, cybercrimes using deepfakes affect women disproportionately, and deepfakes have 

become a tool to control and subjugate women. Also, we contend that techno-feminism has ignored the 

masculine aspects of new technologies. There is a need for more research on the role of deepfake technology 

in women's sexual abuse to prevent gender-based violence against women. 

 

Source : https://www.researchgate.net/publication/390743001_The_emergence_of_AI-

generated_deepfakes_as_a_new_tool_for_gender-

based_violence_against_women_A_brief_narrative_review_of_evidence_and_the_implications_of_the_

techno-feminist_perspective 

 

 

 

 

 

 

3. Is AI-Facilitated Gender-Based Violence the Next Pandemic? (Article ) 

 

Source : https://www.theregreview.org/2024/05/06/de-silva-de-alwis-vialle-is-ai-facilitated-

gender-based-violence-the-next-pandemic/ 

 

 

 

4. Adverse human rights impacts of dissemination of nonconsensual sexual deepfakes in the 

framework of European Convention on Human Rights: A victim-centered perspective 

 

https://www.researchgate.net/publication/371862022_Deepfakes_and_Harm_to_Women
https://www.researchgate.net/publication/390743001_The_emergence_of_AI-generated_deepfakes_as_a_new_tool_for_gender-based_violence_against_women_A_brief_narrative_review_of_evidence_and_the_implications_of_the_techno-feminist_perspective
https://www.researchgate.net/publication/390743001_The_emergence_of_AI-generated_deepfakes_as_a_new_tool_for_gender-based_violence_against_women_A_brief_narrative_review_of_evidence_and_the_implications_of_the_techno-feminist_perspective
https://www.researchgate.net/publication/390743001_The_emergence_of_AI-generated_deepfakes_as_a_new_tool_for_gender-based_violence_against_women_A_brief_narrative_review_of_evidence_and_the_implications_of_the_techno-feminist_perspective
https://www.researchgate.net/publication/390743001_The_emergence_of_AI-generated_deepfakes_as_a_new_tool_for_gender-based_violence_against_women_A_brief_narrative_review_of_evidence_and_the_implications_of_the_techno-feminist_perspective
https://www.theregreview.org/2024/05/06/de-silva-de-alwis-vialle-is-ai-facilitated-gender-based-violence-the-next-pandemic/
https://www.theregreview.org/2024/05/06/de-silva-de-alwis-vialle-is-ai-facilitated-gender-based-violence-the-next-pandemic/
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Abstract : Generative artificial intelligence systems have advanced significantly over the past decade and can 

now generate synthetic but highly realistic audio, photo, and video, commonly referred to as deepfake. Image-

based sexual abuse was the first widespread (mis)use of deepfake technology and continues to be the most 

common form of its misuse. However, further (empirical) research is needed to examine this phenomenon's 

adverse human rights implications. This paper analyses the potential adverse human rights impacts of the 

dissemination of nonconsensual sexual deepfakes in the framework of the European Convention on Human 

Rights and argues that the dissemination of such deepfakes can hinder the rights protected by the Convention. 

These include the right to respect for private and family life, as nonconsensual sexual deepfakes can 

undermine data protection, harm one's image and reputation, and compromise psychological integrity and 

personal autonomy. Additionally, such deepfakes can threaten freedom of expression by creating a silencing 

effect on public watchdogs, politicians, and private individuals. Finally, nonconsensual sexual deepfakes can 

impair the economic and moral rights of pornography performers by abusing their work and bodies to abuse 

others without authorization and compensation. These findings highlight that the Council of Europe member 

states must fulfil their obligations to provide effective protection against this technology-facilitated, gender-

based, and sexual violence. 

 

Source : https://www.sciencedirect.com/science/article/abs/pii/S0267364925000032 

 

 

5. It’s Everyone’s Problem: Mainstreaming Responses to Technology-Facilitated Gender-Based 

Violence   

 

Abstract : This report assesses the state of research on TFGBV as well as recent global legislative, 

regulatory, and policy progress made on this issue. Through a case study 

that explores the data around the online harassment and abuse of Australian 

eSafety Commissioner Julie Inman Grant, the report documents the real-life 

effects of TFGBV for women in public life. We argue that TFGBV is not an intractable problem, but one that 

must be mainstreamed to be mitigated, centering women’s experiences in broader policy debates. TFGBV 

must no longer bethe responsibility solely of women’s advocacy groups. Technology 

companies,governments, civic tech organizations, law enforcement, employers, schools,and others must 

mainstream their work to combat TFGBV to reflect its mainstreamed effects on society. To this end, we 

recommend a number of practical solutions to the specific and pressing issues that women and girls face 

onlinetoday. Addressing the urgent changes described here will not only make women and girls safer and 

ensure their voices are heard, but also improve the safetyand free expression for everyone who uses the 

internet, building more robust, 

representative democracies. 

 

Source : https://apo.org.au/node/328240 

 

 

6. Technology-Facilitated Gender-Based Violence An Emerging Issue in Women, Peace and 

Security 

 

Abstract : As the uses and abuses of technology develop at a rapid rate, the growing threat 

and consequences of technology-facilitated gender-based violence (TFGBV) must 

be addressed by those working to advance the Women, Peace and Security (WPS) 

Agenda. Existing policies and programs must be adapted and new ones adopted to 

account for digital dimensions of gender-based violence (GBV) and to keep online 

spaces safe for women. 

Technology has helped advance women’s rights around the world in important 

ways. Technological tools make education and employment more accessible, and 

online spaces create new opportunities to build movements and amplify calls 

for equality and justice. These gains serve the goals of the WPS Agenda, which 

aims to protect and empower women in conflict-affected contexts. Along with 

these benefits, however, are substantial costs. Globally, 66 percent of women 

https://www.sciencedirect.com/science/article/abs/pii/S0267364925000032
https://apo.org.au/node/328240
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have reported experiencing TFGBV—including instances of cyber-harassment and 

stalking, doxxing, and image-based sexual abuse.1 Further, there are increasing 

reports of digital tools being used to exacerbate offline violence. For example, 

sexual assaults of Iranian protesters have been filmed and used to 

blackmail the protesters,2 and women in Pakistan have been killed 

as a result of photoshopped images being posted online.3 

National governments and international organizations increasingly 

recognize TFGBV as a pressing issue. Existing research and policies 

focus on the impact of TFGBV on specific women—primarily, 

politicians and journalists—with less attention paid to the 

implications of TFGBV for the WPS Agenda, particularly with regard to protecting 

women from GBV and promoting their participation in peace processes. Given the 

scale, scope, and impact of TFGBV, the WPS field must evolve to account for the 

unique challenges women are facing in an increasingly digitized world. 

Based on a comprehensive desk review of existing TFGBV literature, this report 

explores the linkages between TFGBV and the goals of the WPS Agenda. The first 

section introduces the WPS Agenda, specifically focusing on its structure and the 

context for its creation. The next section links TFGBV with the protection goals 

of WPS, outlining the prevalence of existing types of digital violence and the 

challenges with addressing them. It further highlights the link between digital 

and offline violence, demonstrating that protection efforts must account for a 

continuum of violence. The third section draws out threats TFGBV poses to the 

participation goals of WPS. It identifies three key dimensions of TFGBV that hinder 

women’s participation in peace and politics: targeted attacks against prominent 

women, the “gendered chilling effect” of online violence that discourages women 

from participating in online spaces, and online radicalization and misogyny. 

 

 

7. NEW FORMS OF GENDER-BASED VIOLENCE: BETWEEN DEEPREAL AND DEEPFAKE 

 

Abstract : This article constitutes an exploratory contribution to the understanding of the intersection 

between digital technologies and gender-based violence, with a particular focus on the emerging threats posed 

by deepfake technologies. It combines theoretical insights and empirical analysis based on data collected 

through a non-probabilistic opinion survey. The fundamental objective of this article is to analyze how 

deepfake and deepreal phenomena are perceived in the context of gender-based violence and to identify 

patterns in public awareness and attitudes toward these technologies. The methodological approach involves 

qualitative analysis supported by survey data, aimed at capturing trends rather than making generalizable 

conclusions. Through this approach, the article seeks to offer a critical discussion on the ethical, social, and 

cultural ramifications of deepfake-related gender violence, paving the way for future research and regulatory 

recommendations.  

 

Source : https://studiahumanitatisjournal.com/revista/index.php/shj/article/view/110/195 

 

 

8. A feminist legal analysis of non-consensual sexualized deepfakes: contextualizing its impact as 

AI-generated image-based violence under EU law 

 

Abstract : This article focuses on the legal contextualization of the generation of fake audiovisual sexual 

content based on replacing and shuffling facial or voice data using artificial intelligence (AI) technology 

without the previous consent, commonly known as ‘non-consensual sexualized deepfakes'. The legal analysis 

will be limited to examination of the impact of non-consensual sexualized deepfakes on the gender equality 

spectrum and gender-based violence context. For this reason, the analysis will be built upon the European AI 

Act – the applied legal framework when AI software is used – the European Directive on combating violence 

against women and domestic violence (GBV Directive) – which criminalizes the generation of sexualized 

deepfakes – and the Digital Service Act (DSA) – the legislative framework regulating online platforms, where 

https://studiahumanitatisjournal.com/revista/index.php/shj/article/view/110/195
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mostly sexualized deepfakes are distributed. To better understand how sexualized deepfakes are generated, 

we will examine their generation and detection techniques through a short overview from a technical lens. 

The methodology used is built on the feminist critical approach – based on the ‘King Kong’ theory and 

abolitionist feminism – to the doctrinal analysis of the relevant European legislation. After having captured 

the harms of deepfake technology, legal solutions will be provided through this cross-disciplinary perspective. 

 

Source : https://www.tandfonline.com/doi/abs/10.1080/23268743.2024.2408277 

 

 

 

 

 

 

9. Are Deepfakes Concerning? Analyzing Conversations of Deepfakes on Reddit and Exploring 

Societal Implications 

 

Abstract :  Deepfakes are synthetic content generated using advanced deep learning and AI technologies. The 

advancement of technology has created opportunities for anyone to create and share deepfakes much easier. 

This may lead to societal concerns based on how communities engage with it. However, there is limited 

research available to understand how communities perceive deepfakes. We examined deepfake conversations 

on Reddit from 2018 to 2021—including major topics and their temporal changes as well as implications of 

these conversations. Using a mixed-method approach—topic modeling and qualitative coding, we found 

6,638 posts and 86,425 comments discussing concerns of the believable nature of deepfakes and how 

platforms moderate them. We also found Reddit conversations to be pro-deepfake and building a community 

that supports creating and sharing deepfake artifacts and building a marketplace regardless of the 

consequences. Possible implications derived from qualitative codes indicate that deepfake conversations raise 

societal concerns. We propose that there are implications for Human Computer Interaction (HCI) to mitigate 

the harm created from deepfakes. 

 

Source : https://arxiv.org/pdf/2203.15044 

 

 

 

 

 

 

 

 

 

https://www.tandfonline.com/doi/abs/10.1080/23268743.2024.2408277
https://arxiv.org/pdf/2203.15044
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Dataset : Disinformation Targeting Political Figures 

 

 

Findings: This project revealed that disinformation targeting political figures in Bangladesh is both strategic 

and gendered. Manipulated content—ranging from altered images and videos to fabricated claims and hate 

speech—was frequently used to damage reputations, reinforce partisan divides, and provoke strong emotional 

reactions among audiences. The analysis showed that gender-based attacks were especially prominent, with 

female politicians, activists, and journalists disproportionately targeted through misogyny, sexualization, and 

harassment. Such patterns contribute to a culture of digitally mediated political violence and raise concerns 

about the chilling effect on women’s political participation. 

The spread analysis highlighted that disinformation is rarely random; instead, it often circulates through 

coordinated networks and eco-chambers, suggesting organized attempts to amplify harmful narratives. These 

campaigns were closely tied to political events, scandals, and electoral moments, showing how disinformation 

operates as a tactical weapon in political discourse. 

Despite the seriousness of the content, the project found that fact-checking coverage was limited. Many viral 

and emotionally charged posts remained unverified, underscoring gaps in the current fact-checking 

ecosystem. The findings also mapped the harm modalities of such campaigns, including psychological threats, 

reputational damage, incitement of offline violence, and electoral consequences. 

By combining these insights with global literature, the project identified an emerging typology of political 

disinformation in Bangladesh, one that blends political manipulation with gendered harassment and 

coordinated amplification. This typology provides a stronger foundation for developing frameworks that can 

track, categorize, and counter disinformation more effectively in both local and global contexts. Overlapping 

Categories of Gendered Claims 

 

 

 

https://docs.google.com/spreadsheets/d/1NL8svYTKQjbC1df5lLkHS8o0QD-3f31s/edit?gid=1708870120#gid=1708870120
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Limitations and How I overcome them 

● Limitation: Many cases involved multiple forms of gender-based disinformation (e.g., misogyny 

combined with sexualization or harassment), making it difficult to assign them to a single category. 

 

● Overcome: I created a coding system that allowed multiple labels for one case. This ensured nuance 

in classification without losing precision. 

 

Verification Gaps in Fact-Checking 

● Limitation: A large portion of viral disinformation cases were not covered by existing fact-checking 

organizations, limiting opportunities for cross-validation. 

 

● Overcome: Instead of excluding these items, I treated them as critical insights showing verification 

gaps. This enriched the findings by identifying weaknesses in the fact-checking ecosystem. 

 

Ambiguity in Political Target Profiling 

● Limitation: Some actors had overlapping identities (e.g., a celebrity also involved in politics), 

creating uncertainty in classification. 

 

● Overcome: I developed a hierarchy of priority (political role > activist identity > celebrity status) to 

resolve ambiguities systematically. 

 

Subjectivity in Harm Assessment 

● Limitation: Assessing harm modalities (e.g., reputational vs. psychological harm) involved 

subjective judgments. 

 

● Overcome: I triangulated assessments with literature on political disinformation harms and cross-

reviewed decisions with other team members for consistency. 
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Project 4  

Project name: Mapping Actors Interfering in Online Discourse 

Start Date: 24 July, 2025 

End Date: On going  

 Project Overview:  

This project focused on identifying and categorizing online actors who interfered with digital discourse 

following the events of 5 August 2025. These actors were found to be spreading misinformation, influence 

operations, and gender-based hate speech on social media platforms, primarily Facebook. The dataset 

included pages, groups, and individual profiles that engaged in partisan narratives, extremist rhetoric, and 

targeted campaigns against political figures and activists. Using the DMET framework (Disinformation–

Misinformation–Extremism Typology), each actor was classified into levels ranging from partisan 

accounts to fringe groups and violent extremist networks. Additionally, the study documented how 

gendered narratives were systematically deployed to harass female activists, journalists, and political leaders, 

showing that online disinformation in Bangladesh is not only political but also deeply gendered. By 

compiling, filtering, and categorizing these actors, the project built a reference framework for understanding 

how digital manipulation networks operate in post-crisis political contexts. 

My Tasks and Responsibilities:  

In this project, I was responsible for collecting and organizing actor data, which included Facebook accounts, 

pages, and groups engaged in spreading disinformation. I applied the DMET classification system to 

categorize actors by their level of activity (partisan, fringe, extremist) and their affiliations. I also reviewed 

and filtered entries to identify key narratives, such as gender-based hate speech, violent extremism, and 

influence operations. Additionally, I cross-referenced the actor list with content samples to link specific posts 

to broader campaigns. My role further included assisting in building a clean and structured dataset by 

eliminating duplications, ensuring consistency, and refining categorizations for reliability. Through this work, 

I contributed to establishing a clearer map of online disinformation ecosystems and their role in shaping post-

August 5th discourse. 

 

Data Collection: Compiled a list of Facebook accounts, pages, and groups active after 5 

August 2025, focusing on those spreading misinformation, political propaganda, and gender-

based hate speech. 

 

Actor Classification: Applied the DMET framework (Disinformation–Misinformation–

Extremism Typology) to categorize actors into levels (partisanship, fringe groups, violent 

extremism). 

 

Content Analysis: Reviewed posts to identify narratives, ideological leanings, and gender-

based hate speech, with emphasis on misogynistic and right-wing discourse. 

 

Location Assessment: Attempted to trace the geographical origin of actors. Where no location 

was available, inference was made using post timing, language, and external reporting. 

 

Identity Verification: For accounts with hidden or vague profiles, partisan leanings were 

determined by analyzing post content, language, and shared networks. 
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Cross-Referencing: Linked profiles with known political affiliations, particularly those tied 

to the former government and exiled MPs/ministers operating abroad. 

 

Data Cleaning: Removed duplicate or inactive profiles and standardized entries across 

datasets to ensure reliability and consistency. 

 

Framework Refinement: Adjusted categorization to allow for multi-label narratives (e.g., 

combining political propaganda with religious or nationalist framing) to capture complexity. 

 

Dataset : Mapping Actors Interfering in Online Discourse 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://docs.google.com/spreadsheets/d/1i9BPHXroGRm9p8Pu8roXT0Gbgwc6SE7ZNsaj2_IFpz4/edit?gid=0#gid=0
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Findings 

The analysis of actors interfering in online discourse after August 5 revealed several key patterns about the 

sources and nature of disinformation campaigns. The majority of accounts identified as spreading 

misinformation and manipulative narratives were linked to individuals and networks affiliated with the 

former government. These actors were consistently active in shaping online discussions, particularly around 

political legitimacy, national stability, and post-resignation narratives. Their coordinated presence indicates 

that pro–former government groups have maintained significant influence in Bangladesh’s digital sphere, 

despite their loss of formal power. 

A second important finding was the role of gender-based hate speech, which emerged predominantly from 

right-wing networks. These groups systematically targeted female activists, journalists, and political leaders 

with misogynistic slurs, sexualized attacks, and harassment campaigns. The prevalence of gendered narratives 

within political discourse highlights how gender is weaponized to discredit women in leadership and silence 

voices of dissent. Such campaigns not only perpetuate online abuse but also reinforce broader patterns of 

exclusion and intimidation against women in public life. 

The dataset also revealed that several former Members of Parliament and ministers aligned with the ex-

government, who fled the country, remain active online. Operating from abroad, they have used Facebook 

pages, groups, and other platforms to disseminate partisan content and mobilize narratives favorable to their 

political interests. Their continued digital presence illustrates the transnational character of online 

disinformation, where actors outside Bangladesh influence domestic discourse by leveraging social media 

networks. 

Overall, the findings show that online interference after August 5 is not random but politically coordinated, 

with clear alignments along partisan and ideological lines. The dominance of pro–former government 

accounts, the gendered nature of right-wing attacks, and the involvement of exiled political elites demonstrate 

how online platforms have become contested spaces where political struggles are extended through 

misinformation and targeted harassment. These insights underscore the urgent need to monitor not only 

misinformation flows but also the actors behind them, as their strategies reveal both local and transnational 

dimensions of digital manipulation. 

Missing Location Information 

● Limitation: Some of the identified actors had no location data in their profiles, making it difficult to 

determine whether they were operating from inside Bangladesh or abroad. This created uncertainty in 

assessing the transnational scope of the disinformation campaigns. 

 

● Overcome: I cross-referenced their activity patterns with external sources, such as news reports, page 

affiliations, and time-zone clues, to infer their likely location. In several cases, secondary reports confirmed 

that they were operating from outside the country, which allowed us to categorize them more accurately. 

 

Hidden or Ambiguous Identities 

● Limitation: A number of accounts did not openly reveal the identity of the individual behind them. This 

made it challenging to classify the actor’s role and affiliations, especially when names or profile details were 

vague. 

 

● Overcome: Instead of relying solely on profile data, I analyzed the content of their posts, including the 

language, narratives, and political alignment expressed. In most cases, the ideology and partisan leaning were 

clear from the discourse, which enabled accurate categorization despite hidden identities. 
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Overlap of Ideological Narratives 

● Limitation: Some posts combined multiple narratives—such as anti-government rhetoric with religious or 

nationalist framing—making it difficult to assign them to a single category. 

 

● Overcome: I applied a multi-label categorization approach, tagging these cases with more than one 

narrative type. This preserved analytical nuance and avoided oversimplifying complex ideological content. 

 

Uncertainty in Attribution of Abroad-Based Actors 

● Limitation: For actors presumed to be ex-government politicians or affiliates operating from abroad, direct 

attribution was difficult because official confirmations were often unavailable. 

 

● Overcome: I reviewed their posting networks, stylistic similarities, and cross-shared content with verified 

partisan pages. By triangulating this evidence, I strengthened attribution, even where location data was absent. 
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Project 5 

 

Project Name: Participation in BUP MediaComm Summit 2025 

 Date: 30 June – 01 July 2025 

Venue: Bangladesh University of Professionals (BUP), Dhaka 

 

Project Overview:  

As part of my internship, I attended the BUP MediaComm Summit 2025, a two-day national convention 

hosted by the BUP Media and Communication Club and presented by Walton. The summit brought together 

students, educators, media professionals, and digital creators to explore the intersection of media innovation 

and communication practices. The event featured practical workshops, interactive sessions, competitions, and 

panel discussions. Key highlights included a workshop on digital content creation led by creators RK Shohan 

and Nasir Tamzid, and a session on fact-checking in the AI era that addressed challenges in combating 

misinformation. 

The second day emphasized communication practices across sectors, with speakers such as filmmaker Redoan 

Rony, development communication specialist Nishath Sultana Purabi, and corporate representatives, who 

discussed strategies in media, NGO communication, and corporate communication. Alongside these sessions, 

competitions like Visual Storytelling and PitchCraft provided students with opportunities to showcase 

creative and strategic communication skills. The summit concluded with a prize-giving ceremony and closing 

remarks celebrating innovation and collaboration in communication. 

My Tasks and Responsibilities 

I attended the summit along with my supervisor, where I assisted him in designing and preparing presentation 

slides for his participation in the sessions. During the event, I attended the workshops and panel discussions, 

which provided me with valuable insights into the evolving role of digital content, fact-checking in the AI era, 

and the integration of communication strategies across different professional fields. This hands-on exposure 

helped me connect my academic and internship experiences with real-world practices, while also allowing me 

to observe how large-scale conventions foster learning and collaboration between students and professionals. 

Overall, the summit was an enriching experience that deepened my understanding of media and co 

Communication in Bangladesh’s contemporary landscape. 
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Learning Outcomes 

Attending the BUP MediaComm Summit 2025 was an enriching experience that expanded my perspective 

on both media practices and communication strategies. One of the key learnings was from the “Legit Adda” 

Star Talk featuring Ayman Sadiq, which emphasized the importance of personal branding and how social 

media is reshaping education and youth engagement. This session helped me understand how digital 

platforms are no longer just communication channels, but also spaces for identity-building and influence. 

The workshops on content creation and fact-checking in the digital age provided practical skills that 

directly complemented my internship work. Learning about ideation, scripting, and basic video production 

from Nasir Tamjid and RK Sohan gave me insights into how storytelling can be translated into compelling 

digital formats. Equally, the fact-checking workshop conducted by Shuvashish Dip reinforced the urgency of 

combating misinformation and deepened my knowledge of digital verification methods—an area closely tied 

to my own research involvement at CQS. 

The panel discussion on media and communication in Bangladesh, featuring professionals like Redoan 

Rony, Zahedul Islam, and Nishath Sultana Purabi, was particularly impactful. It highlighted how 

communication strategies differ across sectors—media, corporate, and NGOs—while also revealing common 

challenges such as adapting to technological change and meeting evolving audience expectations. This 

broadened my understanding of how communication operates in multi-sectoral contexts. 

Finally, the closing session, “Inside The Front Page” by Fasbeer Eskander, sharpened my awareness of how 

algorithms influence news curation and the importance of media literacy for younger audiences. This 

reinforced the critical need to engage youth in conversations about how information is consumed and trusted 

in the digital era. 

Overall, the summit enhanced my skills in content creation, fact-checking, and communication analysis 

while giving me the opportunity to interact with leading professionals and observe first-hand how theory and 

practice intersect in Bangladesh’s contemporary media landscape. It was a valuable learning platform that 

strengthened both my academic understanding and practical exposure. 

 

 

 

 

 

 

 

 

 

 

 

 



68 | P a g e  
 

Project 6 

          

Project Name : DIU Students’ Visit to FactWatch Office 

Date : 16th July 2025 

Project Description :   

As part of my internship at FactWatch, I participated in hosting a visit by students from the News Editing 

and Fact Checking course at Daffodil International University (DIU). The session aimed to introduce 

students to the practical processes of fact-checking, digital verification, and the organizational role of 

FactWatch in combating misinformation in Bangladesh. The event combined a presentation on FactWatch’s 

mission, objectives, and methodologies with a hands-on fact-checking workshop, allowing students to learn 

directly from real examples of misinformation circulating online. 

My Tasks and Responsibilities :  

 For this event, I was responsible for designing the presentation slides on behalf of the team, drawing on the 

provided company profile materials. I structured the slides to clearly highlight FactWatch’s background, fact-

checking process, and ongoing projects, ensuring that they were visually engaging and accessible to the 

students. During the session, I also assisted in the fact-checking workshop, supporting students in 

navigating digital tools, verifying claims, and understanding the principles of evidence-based journalism. This 

allowed me to apply my own training while contributing to the educational goals of the session. 
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Presentation Slides : Fact-Watch Introduction  

https://www.canva.com/design/DAGtHfWG-B8/3SNyPp0GSP9G9Qs5RgQ2Bg/view?utm_content=DAGtHfWG-B8&utm_campaign=designshare&utm_medium=link2&utm_source=uniquelinks&utlId=h15d29dfe56
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Learning Outcomes 

Participating in the DIU students’ visit to FactWatch was an important learning experience that strengthened 

both my practical and interpersonal skills. By preparing and designing the presentation slides, I improved my 

ability to translate organizational information into clear, structured, and visually engaging formats. 

This gave me valuable experience in tailoring content for an academic audience that was new to fact-

checking. 

Assisting in the hands-on workshop allowed me to reinforce my own knowledge of fact-checking tools and 

verification methods, while also learning how to guide others through the process step by step. 

Explaining fact-checking techniques to students not only deepened my own understanding but also developed 

my skills in mentorship and collaborative learning. 

Additionally, observing the curiosity and engagement of students gave me insight into how future journalists 

approach misinformation and the challenges they face in distinguishing credible sources. This experience 

highlighted the importance of media literacy training and the role of institutions like FactWatch in bridging 

the gap between theory and practice. 

Overall, the session helped me grow as both a learner and a facilitator, combining technical expertise with 

communication skills in an educational setting. 
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Project 7 

 

Project Name : ForensIQ Workshop – Digital Forensics 101: An Introduction to Digital Forensics & Open-

Source Investigation in Bangladesh 

Date : 31 July 2025 

Organiser : ForensIQ (ULAB) in collaboration with Tech Global Institute 

Project Description :   

This project was centered around the ForensIQ workshop “Digital Forensics 101”, jointly organized by the 

University of Liberal Arts Bangladesh (ULAB) and Tech Global Institute. The session was designed to 

introduce students to the foundations of digital forensics and open-source investigations in Bangladesh, with a 

strong focus on hands-on learning. Participants explored the practical use of digital tools to trace locations 

using geo-data, verify audio authenticity, and detect AI-generated videos. The workshop highlighted how 

these investigative techniques can be applied to combat misinformation, strengthen media literacy, and 

enhance digital safety in the Bangladeshi context. 

My Tasks and Responsibilities :  

In this project, I was actively involved in supporting the smooth facilitation of the workshop. I assisted in 

receiving and welcoming the guest speakers and ensuring the event logistics ran seamlessly. During the 

hands-on sessions, I played a direct role in helping students apply the tools introduced, guiding them through 

practical exercises on geo-location tracing, audio verification, and identifying AI-generated media. By 

providing one-on-one assistance, I helped participants gain confidence in using these tools effectively. My 

contributions supported both the guest speakers and the student participants, ensuring that the workshop 

maintained its interactive and practice-based approach.  
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Learning Outcomes 

Attending and assisting in the Digital Forensics 101 workshop was a highly valuable experience that 

expanded both my technical and facilitation skills. By engaging with the tools demonstrated in the session, I 

gained practical knowledge of geo-location tracing, audio verification, and AI-generated content 

detection. These skills directly connected with my ongoing work on misinformation and strengthened my 

ability to apply digital forensic techniques in real investigative contexts. 

Supporting students during the hands-on exercises also helped me develop mentoring and peer-assistance 

skills, as I guided them through the use of new tools and ensured they could successfully complete practical 

tasks. This experience reinforced my ability to translate technical processes into simple, accessible steps 

for others, an important skill for both research and outreach. 

Finally, observing the collaborative environment of ForensIQ and Tech Global Institute emphasized the 

importance of knowledge-sharing and interdisciplinary teamwork in tackling digital challenges. The 

workshop not only deepened my technical expertise but also showed me how digital forensics can empower 

students and professionals alike to critically engage with information in today’s digital world. 
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Project 8 

 

Project Name: Mapping Extremist and Information Interference Channels 

Date: 1 August  2025 

Project Description:   

This project focused on compiling and categorizing digital channels involved in extremism, misinformation, 

and information interference. The dataset systematically mapped social media pages, groups, and accounts 

across multiple categories, including Islamist extremism, Rohingya-linked extremism, Hindutva extremism, 

partisan political actors (BCL), suspected bot networks, and international interference campaigns. Each entry 

was documented with channel URLs, platform type, and content classification, and then assessed using the 

DMET (Disinformation–Misinformation–Extremism Typology) framework to determine levels of 

activity ranging from partisan narratives to violent extremism. 

By analyzing these diverse networks, the project aimed to understand the ecosystem of actors shaping online 

discourse in Bangladesh and the region, as well as their cross-platform strategies. This work contributes to 

building a reference base that can inform further research, monitoring, and counter-extremism initiatives. 

My Tasks and Responsibilities:  

In this project, I was responsible for organizing and categorizing channel data from different sources into a 

structured dataset. I reviewed accounts and channels across Facebook, X (Twitter), YouTube, Telegram, and 

websites, and classified them by extremist affiliation (e.g., Islamist, Rohingya, Hindutva) or functional type 

(e.g., partisan actors, bots, interference networks). I also applied DMET classification to label levels of 

extremism, identified amplification vs. covert actors, and noted suspected automation patterns in bot 

accounts. Finally, I contributed to refining the dataset by ensuring accuracy, removing duplicates, and 

creating a clean reference list for analysis of extremist and interference actors. 

Dataset :  Mapping Extremist and Information Interference Channels 

 

 

 

 

https://docs.google.com/spreadsheets/d/1cDpVGMOyS27uJJn-JzvyI7m40NcHp0IQXUymDPhY-24/edit?gid=0#gid=0


77 | P a g e  
 

 

Findings 

The mapping of extremist and information interference channels revealed a diverse but interconnected 

ecosystem of online actors. A large number of identified channels were concentrated in Islamist extremist 

networks, particularly on Facebook, with several pages amplifying narratives linked to AQIS and other 

violent extremist groups. These pages operated in mixed capacities—some as official outlets, others as 

amplifiers or covert channels—demonstrating a layered strategy of spreading content. 

In parallel, the dataset showed the presence of Rohingya extremist actors active on Telegram, X (Twitter), 

YouTube, and dedicated websites. Many of these channels were tied to the Arakan Army or pro-Rohingya 

militant groups, often sharing materials that combined calls for autonomy with broader regional narratives. 

Their cross-platform presence highlighted the transnational nature of Rohingya digital extremism. 

The Hindutva extremist content documented in the dataset was smaller in volume but notable for its cross-

border impact. These Facebook and X accounts often framed narratives around religious identity and 

nationalism, aiming to stoke tensions in Bangladesh’s communal landscape. 

The project also identified partisan digital activity through a set of channels linked to the Bangladesh 

Chhatra League (BCL). These accounts engaged in both political promotion and aggressive counter-

narratives, positioning themselves as part of the larger information struggle in Bangladesh’s online space. 

Another critical finding was the detection of suspected bot networks on Facebook. These accounts displayed 

repetitive, automated posting behaviors, suggesting the use of algorithmic amplification to increase the reach 

of particular narratives. Such activity reflects a growing reliance on coordinated inauthentic behavior in 

Bangladesh’s information ecosystem. 

Finally, the information interference category revealed that Bangladeshi digital discourse is being shaped 

not only by domestic actors but also through external influence operations. Several identified accounts and 

channels were linked to international platforms and networks attempting to shape narratives around 

Bangladesh’s politics and society. 

Overall, the findings indicate that extremist and interference actors operate across ideological lines—Islamist, 

Rohingya, Hindutva, partisan, and international—but often converge in their use of coordinated 

amplification strategies, bot networks, and cross-platform activity. This underscores the complexity of 

Bangladesh’s digital threat landscape and the need for ongoing monitoring and countermeasures. 

Limitations and How I Overcome them :  

Incomplete Metadata 

● Limitation: Many channels lacked detailed metadata such as verified location, organizational 

background, or administrator identity, which made it difficult to confirm the authenticity of accounts. 

 

● Overcome: I cross-checked posting times, language use, and linked accounts to infer probable 

locations and affiliations. In some cases, I compared these findings with open-source intelligence 

(OSINT) reports to validate assumptions. 

 

Hidden or Ambiguous Affiliations 

● Limitation: Several channels avoided explicit self-identification, making it unclear whether they 

were official outlets, amplifiers, or covert actors. 
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● Overcome: I analyzed posting style, thematic focus, and cross-platform activity to distinguish 

between official, amplifier, and covert roles, allowing more accurate categorization within the 

DMET framework. 

 

Overlapping Narratives Across Categories 

● Limitation: Some accounts disseminated mixed narratives—for example, combining extremist 

rhetoric with partisan politics or communal issues—leading to classification challenges. 

 

● Overcome: I applied multi-label categorization, tagging accounts with multiple classifications 

where necessary, to preserve analytical nuance without oversimplification. 

 

Detection of Automated Accounts 

● Limitation: Identifying suspected bots was challenging due to the absence of direct technical 

metadata (e.g., posting frequency logs). 

 

● Overcome: I relied on behavioral indicators such as repetitive posting, identical content across 

multiple accounts, and synchronized timing, using them as proxies for bot-like activity. 

 

Dynamic and Evolving Networks 

● Limitation: Several extremist and interference accounts were intermittently dormant or 

deactivated, creating gaps in longitudinal tracking. 

 

● Overcome: I archived accessible data and noted activity status (active/dormant) in the dataset, 

ensuring that changes over time could be captured and reanalyzed in future updates. 
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